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Administrating Body Selected Sanctions Regulation Synopsis

European Union (“EU”)

Council Regulation (EU) No 269/2014
Freezing of funds and economic resources 

of designated persons and entities

Council Regulation (EU) No 833/2014
Trade/economic sanctions - restrictions trade in 

designated ‘goods and services’ 

Central Bank of Ireland (“CBI”)

Implementing EU sanctions regs in Ireland

(CBI is one of three Irish competent 

authorities with DOFA and DETE)

List of Irish statutory instruments in force relating to 

penalties for the breach of financial sanctions can be 

found by referring to the Irish Statute Book website

Office of Financial Sanctions 

Implementation (“OFSI”)

The Russia (Sanctions) (EU Exit) 

Regulations 2019

Combined asset freeze and ‘goods and services’ 

regulation, substantially mirroring EU measure

Office of Foreign Assets Control 

(“OFAC”)

Specially Designated Nationals And 

Blocked Persons List (SDN)

Asset freeze and U.S. persons are generally prohibited 

from dealing with them

Russian Harmful Foreign Activities 

Sanctions Directives

5 Directives targeting e.g. Russian Sovereign Debt, 

processing of transactions, new debt and equity

[United Nations Security Council 

(“UNSC”)

United Nations Security Council 

Consolidated List

Consolidated List includes all individuals and entities 

subject to measures imposed by the Security Council

The most frequently encountered sanctions regimes globally

Key sanctions regimes re Russia/Ukraine conflict
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Regulation Description Synopsis

Regulation 833 

Council Regulation (EU) No 833/2014 of 31 July

2014 concerning restrictive measures in view of

Russia's actions destabilising the situation in

Ukraine

Restrictions on Trade in Certain Goods and Services

Targets/prohibits trade in specified goods and services

(including specified financial services and transactions)

with named/specified Russian persons/entities and/or

certain specified classes of Russian persons/entities

and/or, as specified, the Russia and its

government/Central Bank, and person/entities linked any

with them

Regulation 269

Council Regulation (EU) No 269/2014 of

17 March 2014 concerning restrictive measures

in respect of actions undermining or threatening

the territorial integrity, sovereignty and

independence of Ukraine

Asset Freezes – Main Asset Freeze Regulation

Lists natural/legal persons, whose funds/economic

resources must be frozen, and to whom no

funds/economic resources can made available, directly or

indirectly

Regulation 208

Council Regulation (EU) No 208/2014 of 5 March

2014 concerning restrictive measures directed

against certain persons, entities and bodies in

view of the situation in Ukraine

Asset Freezes – Prominent Ukrainians

Targeted at natural/legal persons responsible for the

misappropriation of Ukrainian State funds, and natural/legal

persons responsible for human rights violations in Ukraine.

Lists natural/legal persons, whose funds/economic resources

must be frozen, and to whom no funds/economic resources

can made available, directly or indirectly

EU sanctions framework – Russia, Ukraine and Belarus
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Regulation Description Synopsis

Regulation 692

Council Regulation (EU) No 692/2014 of 23

June 2014 concerning restrictions on the import

into the Union of goods originating in Crimea or

Sevastopol, in response to the illegal annexation

of Crimea and Sevastopol

Restrictions on Trade in Certain Goods and Services –

Crimea and Sevastopol

Prohibition regarding the regions of Crimea and Sevastopol,

including on import of goods from, including direct or indirect

provision of finance/financial assistance/

insurance/reinsurance in respect of the same.

Regulation 263

Council Regulation (EU) 2022/263 of 23

February 2022 concerning restrictive measures

in response to the recognition of the non-

government controlled areas of the Donetsk and

Luhansk oblasts of Ukraine and the ordering of

Russian armed forces into those area

Restrictions on Trade in Certain Goods and Services –

Donetsk, Kherson, Luhansk and Zaporizhzhia

Prohibition regarding the regions of Donetsk and Luhansk

specified territories, including on import of goods from,

including direct or indirect provision of finance/financial

assistance/ insurance/reinsurance in respect of the same.

Regulation 765

Council Regulation (EC) No 765/2006 of 18 May

2006 concerning restrictive measures in view of

the situation in Belarus and the involvement of

Belarus in the Russian aggression against

Ukraine

Restrictive Measures concerning Belarus

An array of restrictive measures imposed in regard to Belarus,

including economic sanctions, individual restrictive measures

and restrictions on trade, including prohibition on the supply of

weapons to Belarus, including directly or indirectly, technical

assistance, financial assistance.

EU sanctions framework – Russia, Ukraine and Belarus
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When considering these EU Regulations, it is essential to also consult the FAQs prepared by the EU

Commission and the Central Bank of Ireland. These provide context and between-the-lines insight into the

objective/operational intent of the legislator. Without the FAQs to assist interpretation it is difficult to apply to

fully understand and apply the sanctions.

Example 1: high level context. Per the Central Bank of Ireland’s FAQs:

Financial sanctions are restrictions put in place by the UN and/or the EU to achieve a specific foreign policy aim … . Financial sanctions are

imposed on individuals, companies and governments in an effort to curtail their activities and to exert pressure and influence on them.

The EU sanctions are designed to … cripple the Kremlin’s ability to finance the war, impose clear economic and political costs on Russia’s

political elite responsible for the invasion and diminish Russia’s economic base.

Example 2: specific context. Per the EU Commission’s FAQs (which are updated weekly).

For an existing derivative contract (e.g. an interest rate swap) subject to daily margining requirements, is one party allowed to receive collateral

that is contractually due even if the counterparty is a designated entity under Council Regulation (EU) No 269/2014?

In the situation where a designated entity is fulfilling a non-listed entity's margin call by making payments to that entity linked to an already concluded

derivative contract, forbidding such payments would result in the absence of transfer of funds owed by the designated entity to the non-designated entity.

This would amount to a transfer of economic resources to the designated entity. Considering the wide interpretation of the notion of ‘making economic

resources available’ to listed entities by the Court of Justice, this situation is not compatible with the restrictive measures taken vis-à-vis those designated

entities. Non-designated entities can therefore receive collateral.

EU sanctions – read the FAQs?
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▪ Regulation 269 is the ‘asset freeze’ regulation. It requires that (a) funds and economic resources

belonging to, owned, held or controlled by the persons listed in Annex I to the Regulation be frozen and

(b) no funds or economic resources shall be made available, directly or indirectly, to or for the benefit of,

such persons. Look to Annex I for the ‘listed’ persons: 1267 individuals and 121 entities. List changes

all the time.

▪ Regulation 833 targets/prohibits in certain specified goods and services (including specified financial

services and transactions) with named/specified Russian persons/entities and/or certain specified

classes of Russian persons/entities and/or, as specified, the Russia and its government/Central Bank,

and person/entities linked with them.

EU sanctions – which are the key ones?
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▪ The applicability clause in relation to Regulation 269 is set out in Article 17

▪ The applicability clause in relation to Regulation 833 is set out in Article 13

▪ These state that these regulations apply:

(a) within the territory of the EU (including in respect of Regulation 269, its airspace)

(b) on board any aircraft or any vessel under the jurisdiction of an EU member state

(c) to any person inside or outside the territory of the EU who is a national of an EU

member state

(d) to any legal person, entity or body, inside or outside the territory of the EU, which

is incorporated or constituted under the law of an EU member state and

(e) to any legal person, entity or body in respect of any business done in whole or in

part within the EU.

EU sanctions – who must observe them?
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Article 2 

1. All funds and economic resources belonging to, owned, held or controlled by any natural or legal

persons, entities or bodies, or natural or legal persons, entities or bodies associated with them, as

listed in Annex I, shall be frozen.

2. No funds or economic resources shall be made available, directly or indirectly, to or for the benefit

of natural or legal persons, entities or bodies, or natural or legal persons, entities or bodies

associated with them, as listed in Annex I.

Key definitions: ‘economic resources’, ‘freezing of economic resources’, ‘funds’, ‘freezing of

funds’. Definitions are very broad.

Derogations: a derogation is a permission granted by a competent authority to permit an activity that

would otherwise be prohibited. Most common scenario for us is Article 6, which relates to the

repayment of a pre-existing debt. An application still has to be made to relevant competent authority.

The grounds for derogations are strictly set out. You need to find a ground that fit your situation.

EU sanctions – key features of Reg 269/Asset Freeze
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The names set out in Annex I are those that are directly sanctioned. However, the application of

the sanctions also extends to any individuals/entities that are owned or controlled by the listed

persons.

As such, in assessing individuals/entities with whom you are transacting you must take steps to

identify individuals/entities who are owned or controlled by the listed persons. Especially in

circumstance where corporate vehicles are used to obscure ownership or source of funds.

Ownership: Establish if a listed person owns more than 50% of the proprietary rights or has a

majority interest.

Control: Consider the criteria set out in the EU Commission’s Guidance

Ownership and Control

EU sanctions – key features of Reg 269/Asset Freeze

https://data.consilium.europa.eu/doc/document/ST-10572-2022-INIT/en/pdf
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EU Best Practices for the effective implementation of restrictive measures:

a) Having right or exercising power to appoint or remove management or supervisory body;

b) Appointed solely by voting rights a majority of members of management;

c) Controlling (pursuant to an agreement with other shareholders in or members of a legal 

person or entity) a majority of voting rights;

d) Right to exercise dominant influence, pursuant to an agreement or provision in 

Memorandum or Articles of Association;

e) Power to exercise the right to exercise a dominant influence, without being the holder;

f) Right to use all or part of the assets;

g) Managing business on a unified basis, while publishing consolidated accounts; and

h) Sharing jointly and severally the financial liabilities of a legal person or entity or 

guaranteeing them.

Rebuttable on a case-by-case basis

Criteria to consider when assessing control

EU sanctions – key features of Reg 269/Asset Freeze
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The financing and banking restrictions are a real quagmire. See Article 5:

• Articles 5(1), (2), (3) and (4) – Trading - prohibited to purchase, sell, provide investment services for or assistance in the issuance of, or

otherwise deal with transferable securities and money market instruments issued by Annex III, V, VI, XII, XIII entities.

• Article 5(5) – Listing - prohibited to list and provide services on trading venues registered or recognised in the EU for any legal person, entity

or body established in Russia and with over 50% public ownership.

• Article 5(6) – Financing and Refinancing - prohibited to make new loans or credit available to any legal person, entity or body referred to in

Articles 5(1), (2), (3) and (4).

• Article 5a(1) and (2) – Russian Government and Central Bank - prohibited to (1) purchase, sell, provide investment services for or assistance

in the issuance of, or otherwise deal with transferable securities and money market instruments issued by Russia and its government and the

Central Bank of Russia and (2) make new loans or credit available to same.

• Article 5aa – State Owned Enterprises - transaction ban in respect of Annex XIX entities.

• Article 5b – Deposits/Crypto-Assets - prohibited to accept any deposits >EUR100k from, or provide crypto-asset services to, Russian

nationals or natural persons residing in Russia or legal persons, entities or bodies established in Russia.

• Article 5e – Central Securities Depositories - EU central securities depositories prohibited from providing services (as defined) on

transferable securities to any Russian national or natural person residing in Russia or any legal person entity or body established in Russia.

• Article 5f – Sale of Securities – prohibited to sell transferable securities denominated in any official currency of a Member State, or units in

collective investment undertaking providing exposure to same, to Russian national or natural person residing in Russia or any legal person,

entity or body established in Russia.

• Article 5h – SWIFT - prohibited to provide specialised financial messaging services to Annex XIV entities.

• Article 5i – Banknotes - prohibition on supply, transfer or export of banknotes denominated in any official currency of a Member State to

Russia etc.

• Article 5j – Credit Rating – prohibited to provide credit rating services to any Russian national or natural residing in Russia or any legal person,

entity or body established in Russia.

• Article 5k – Public Procurement – prohibited to award or continue any public or concession contract for designated goods and services.

• Article 5m – Trust Services - prohibition on provision of trust services to Russian nationals or natural residing in Russia, or legal persons,

entities or bodies established in Russia.

• Article 5n – Services - prohibition on provision of accounting, auditing, including statutory audit, bookkeeping or tax consulting services, or

business and management consulting or public relations services, and architectural and engineering services, legal advisory services and IT

consultancy to the Government of Russia or legal persons entities or bodies established in Russia.

EU sanctions – key features of Reg 833/Financial Services 
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Regulation 269

Article 9

1. Member States shall designate the competent authorities referred to in this Regulation and identify

them on the websites listed in Annex I. Member States shall notify the Commission of any changes in

the addresses of their websites listed in Annex I

Regulation 833

Article 12 

It shall be prohibited to participate, knowingly and intentionally, in activities the object or effect of

which is to circumvent prohibitions in this Regulation.

EU sanctions – Anti avoidance/circumvention measures
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Consolidated list of persons, groups and entities subject to EU financial sanctions - Data Europa EU

EU sanctions – how to search for listed persons

https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions?locale=en
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Consolidated list of persons, groups and entities subject to EU financial sanctions - Data Europa EU

EU sanctions – how to search for listed persons

Scroll down

https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions?locale=en
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Consolidated list of persons, groups and entities subject to EU financial sanctions - Data Europa EU

EU sanctions – how to search for listed persons

https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions?locale=en
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Consolidated list of persons, groups and entities subject to EU financial sanctions - Data Europa EU

EU sanctions – how to search for listed persons

https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions?locale=en
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Consolidated list of persons, groups and entities subject to EU financial sanctions -

Data Europa EU

EU sanctions – how to search for listed persons

Check search functionality in reader or browser

https://data.europa.eu/data/datasets/consolidated-list-of-persons-groups-and-entities-subject-to-eu-financial-sanctions?locale=en
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▪ Bank located in another EU member state, with debt securities listed in Dublin. We provide ongoing

legal advice to their Treasury department in relation to EU financial regulatory matters.

▪ Bank made a loan in 2020 to a Russian finance leasing company, to fund its finance leasing

business.

▪ June 2022, the UBO of finance leasing company was added to the asset freeze list (269).

▪ Finance leasing company offered to prepay Bank in full. Repayment would be made from borrower’s

bank a/c in Russia, with a non-sanctioned bank, to Bank’s a/c in another Russian, non-sanctioned

bank.

▪ Initial question on whether accepting loan prepayment was permissible. MHC initial view, based on

269, was that this should be possible. But when looking at reg with related FAQs, came to the

conclusion that it would not be prudent to accept payment without a derogation. It submitted a

derogation request accordingly.

▪ Then the Bank was notified of proposed ownership re-structure involving management buy-out

(MBO) of leasing, removing UBO from picture. Consent requirements.

▪ Then issue of Russian S- Account / Article 9 of 269.

▪ Then at last derogation received.

Asset-Freeze, Loan Prepayments, S-Accounts and Derogations

EU sanctions – case study
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▪ The Russian sanctions regime is a fast moving and evolving space. Five packages

since 23 February 2022.

▪ The Russian sanctions regime affects individually named natural/legal persons, classes

of natural/legal persons, persons who are owned and controlled or acting on behalf of

such persons (inside/outside the EU, depending) and the Russia government entities.

The regime includes asset freezes and restrictions on trade in different goods and

services (import and export). If you have a client matter with a Russian nexus you need

to consider the Russian sanctions.

▪ The wording of each sanction provision can be differently phrased as to who/what is

intended to be caught and different applicability dates also apply. It is a quagmire.

Beware of generalizing … always examine the original text and the FAQs. But also,

beware of over-compliance.

Conclusion - sanctions awareness
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• Duty of undivided loyalty to each client

• Duty of full disclosure to each client

• Duty of confidentiality to each client

What’s the problem with conflicts?
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• What systems and controls to enable conflict to be identified?

• Can law firm act/continue to act – and how to assess response?

• What are the safeguards that will be used – and how to assess 

them?

Questions to ask your lawyers:
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• A conflict of interest means a situation where a solicitor’s 

separate duty to act in the best interests of two or more clients in 

relation to the same or a related matter conflict:

• Client conflict

• Own interest conflict

• Commercial “conflicts”

What is a conflict of interest?
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• Should not act if own interests conflict with that of client

• Bequests/gifts by client to solicitor, staff, family

• Wills for parents

• Borrowing money from a client

• Loans to a client

• Loans from one client to another client

• Prohibition on payments to clients

• Joint ventures between solicitor and client

What’s an “Own conflict”?
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• If a solicitor, acting with ordinary care, would give different advice 

to different clients about the same matter, there is a conflict of 

interest, and the solicitor should not act for both clients. 

• Distinction between conveyancing and non-conveyancing 

matters

So what’s a client conflict?
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• Cannot act for vendor and purchaser in conveyancing transaction

• Limited exceptions

• SI 375 of 2012

• Likely to be misconduct so to act

Conveyancing
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• Acting for borrower and lender in commercial conveyancing 

transactions

• Owners’ management companies/developers

• Residential conveyancing

• Undertaking to lender on behalf of the solicitor

• Acting in a transaction where the other party is not represented 

by a solicitor (not prohibited but proceed with caution)

Examples:

Conveyancing
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• Informed consent from all clients involved

• Specific advice in the Law Society’s Guide regarding:

• Clients with conflicting roles

• Vulnerable clients

• Clients lacking mental capacity

• Conflicts in probate and administration of estates

• Family law matters

Non-Conveyancing



Dublin London New York San Francisco

• Not conflicts of interest

• Relationship issue

• How confident are you about the reassurances given?

• Knowledge is power…

Commercial Conflicts
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• Ethical/information barriers – not a magic bullet

• Bolkiah v KPMG [1998] UKHL 52

• Marks and Spencer plc v Freshfields Bruckhaus Deringer 

[2004] 3 All ER 77

• Georgian American Alloys Inc v White & Case LLP [2014] 

EWHC 94

• Limiting retainers

• Independent advice on aspects of transaction

Managing conflicts of interest


