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Welcome to the first issue of Mason Hayes & Curran LLP’s
Mid-Year Digital Health Review 2020
The global Digital Health market size is expected to
reach €344.88 billion by 2025. Digital technologies
are changing at lightning-fast pace and offer the
potential to transform national healthcare systems
for the better. Digital Health is the integration
of these emerging technologies with wellness,
education, living and community to increase the
quality of healthcare delivery and make medicine
more personal and accurate. Growing advances in
healthcare IT, along with favourable government
legislation in some countries, have increasingly
promoted the adaption of various Digital Health
solutions, such as e-prescribing systems, remote
patient monitoring and wearable medical devices.
In the first half of 2020 we have seen a flurry of
change and new themes arising in the Digital
Health industry. In particular, there has been
significant activity in relation to artificial intelligence.
The European Commission has recently published
a White Paper and Report on AI offering guidance
on how to navigate between innovative healthcare
solutions whilst also safeguarding against the
associated risks.

Significant changes are coming down the line for
the medical device industry with the upcoming
Medical Devices Regulation (MDR) which has now
been postponed to 26 May 2021, due to COVID-19.
The European Medical Devices Co-ordination
Group (MDCG) has also published a vast amount of
guidance this year which is particularly relevant to
Digital Health companies.
Data protection and privacy remains a key issue for
Digital Health technology and in one of our articles
we discuss some of the key challenges arising from
data tracing apps.
Finally, the wearables industry and use of health
apps continues to soar and we have seen both
utilised and gaining prominence in the fight against
COVID-19.
In this booklet we aim to discuss these key issues
arising with Digital Health and we hope you enjoy
our first edition.
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COVID-19 and
Digital Health

Legal considerations
Regulatory
A wearable will generally be considered a medical
device if it is intended by its manufacturer to be
used for the diagnosis, monitoring, treatment
or alleviation of a disease or the investigation of
a physiological process, state or the anatomy.
Wearables that fall within this scope cannot be
placed on the market without a CE mark. Ireland’s
Health Products Regulatory Authority (HPRA), has
introduced derogations from some of the rules
governing medical devices.

The Role of Wearables
in the Battle Against
COVID-19
Michaela Herron
Partner,
Product Regulatory & Liability
mherron@mhc.ie

Fitness trackers, bodytech, wearables, smart
watches and associated apps, also known as
‘Wearables’, range in sophistication from basic
recording of activity levels like step counts to more
advanced physiological indicators such as heart
rate and blood pressure.
The wearables market was valued at $27.91 billion in
2019 and is expected to rise to $74.03 billion by 2025.
Some of these devices are used by consumers with
the intended purpose being to monitor their own
general health and well-being and are not classified
as medical devices. However, in light of the current
pandemic the question has arisen as to whether
these wearables can assist in the fight against
COVID-19.

The role of wearables
These popular health and fitness wearables are
very effective at monitoring a range of accessible
physiological parameters including heart rate, body
temperature, blood pressure, sleep, movement and
even oxygen saturation levels. Most of these do not
provide any form of actual diagnosis yet when the
data is combined and cross-referenced, they are
capable of completing a profile of a user’s
overall health.
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Depending on the intended use of the wearable
and its functionality, it may be considered a medical
device or it may instead be positioned as a general
lifestyle/fitness product.
At present, technology has already proven an
important contribution to the fight against
COVID-19. Wearable manufacturers have begun
creating or adapting their products so that they
can assist with detecting early signs of COVID-19.
Some have developed algorithms that have been
specifically tailored to catch the early symptoms
associated with the virus. Some wearables
utilising such software are now also enabled to
continuously measure and interpret coughing and
respiratory activity. Testimonials from healthcare
providers have stated that this ability to monitor
patients and being alerted to changing conditions
in real time will give clinicians a new and important
sword in the fight against COVID-19.
Additionally, the role of wearables against
COVID-19, not only applies to monitoring patients
and detecting the early signs of the virus but also in
protecting our healthcare professionals. Given the
highly contagious nature of the virus, by utilising
wearables to continuously monitor suspected
and confirmed cases of COVID-19, it is hoped that
patient-to-caregiver contact can be reduced.

It is now permissible for non-CE marked medical
devices relevant to COVID-19 to be placed on the
market in certain limited circumstances with the
prior approval of the HPRA. The HPRA will assess
the product to determine whether its provision is in
the interest of the protection of health, despite the
fact it is not yet CE marked or CE marked for the
particular use that is being proposed.
Even if a wearable is already CE marked as a
medical device, companies need to be alive to
pushing the boundaries of the existing intended
use and the impact of making claims above
and beyond the scope of the device’s existing
certification. While companies may wish to assist
with the fight against the pandemic, they also
need to be extremely aware of the limitations of
any existing certification they have for their device.
Similarly, for wearable devices that are not classified
as medical devices, manufacturers need to carefully
consider the impact of their use in a health setting
or in the fight against COVID-19, as this may trigger
the application of the medical devices framework.
Additionally, the European Commission has
published a notice to stakeholders relating to
regulatory expectations. During COVID-19, the EU
is permitting national marketing authorisations
to be mutually recognised in other Member
States who need these devices. Also, in instances
whereby no national marketing authorisation
exists, Member States can potentially make use of
the exceptions within the Medical Device Directives,
resorting to compassionate use or distribution of
an unauthorised medicinal product in accordance
with Article 5(2) of Directive 2001/83/EC.

As well as this, some Member States, like Italy, have
also recommended the use of consumer wearable
technology in remote consultations with suspected
COVID-19 patients, through physician guidelines.
Similarly, the UK’s NHS has urged health technology
firms to provide digital technologies that can assist
in remote consultations. Ireland’s Health Service
Executive has also followed suit by approving an
online portal to allow GPs and healthcare providers
treat people remotely. Wearables will be able to
provide initial indicators for healthcare providers
monitoring these people through the platform. All
of these steps go to demonstrate how valuable the
use of wearables may be during this pandemic.

Consumer protection
Another legal consideration with regard to using
wearables during COVID-19 is that consumer
laws continue to apply. The Irish Competition
and Consumer Protection Commission (CCPC)
have published a reminder that consumer law
remains applicable during COVID-19. As a result,
care should be taken to ensure any marketing
statement is accurate and validly proven. As
well as this, the CCPC are monitoring aggressive
commercial practices or pressurised sales tactics
towards consumers. Excessive ‘price gouging’
will not be accepted. They are also observing
unfair contractual terms such as attempts to limit
consumers’ legal rights directly or indirectly.
The Advertising Standards Authority for Ireland
(ASAI) has also reported that any claims relating
to preventing or the ability to cure COVID-19
should be supported by robust evidence. Under
the ASAI Code, advertisers are required to adhere
to the ASAI’s Code of Standards for Advertising
and Marketing Communications in Ireland,
which applies to all commercial marketing
communications. As stated in this Code, any
marketing communications should not mislead,
or be likely to mislead, by inaccuracy, ambiguity,
exaggeration, omission, or otherwise. The
advertiser must be in a position to substantiate
all claims, expressed or implied, that the advert or
statement conveys to reasonable customers.
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Product liability
While the combination of multiple technologies
in a compact, wearable platform can potentially
offer users advanced capabilities especially during
COVID-19, it can also expose them to a number of
potential safety hazards. Consequently, wearables
cannot be placed on the market if they are not
considered ‘safe’ according to EU and Irish product
safety rules. Wearables manufacturers should
be aware of their liability to consumers who are
harmed by defective products or the negligence of
the manufacturer.

Mid-Year Digital Health Review 2020

Data Tracing
and COVID-19

Brian Johnston
Partner,
Privacy & Data Security
bjohnston@mhc.ie

Conclusion
It is evident from the above discussion that
wearables have the ability to provide a key tool
in the battle against COVID-19. Despite this, they
are still subject to significant regulatory regimes
and compliance needs to be considered very
carefully to prevent these products from falling
foul of conformity with safety and consumer
protection requirements. Crucially, manufacturers
need to determine whether the wearable is a
medical device or a general consumer product and
ensure that they follow the appropriate regulatory
framework to market.
Innovation and technology are what the
governments are calling upon as the answer to help
close the gap on exhausted national healthcare
systems. However, in order for the wearables to be
effective they must be safe, produced in compliance
with regulations and properly functional to get
placed on the market and be able to provide
any assistance they claim to in the fight against
COVID-19. Legal advice should be obtained if
manufacturers are unsure of the regulatory risks
involved in producing wearable technology or in
extending a wearable’s existing use.
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As lockdowns continue to be eased throughout
the EU, many countries are continuing to look at
the way in which contact tracing can be utilised
to avoid a resurgence of COVID-19 transmissions.
While many countries were quick off the mark with
the development of contact tracing apps and
solutions, many of these have recently encountered
significant data protection issues which have
delayed or even derailed the development
of the app.

Privacy
Despite the European Commission encouraging
Member States to use digital tools against
COVID-19, it has reiterated the importance of
ensuring fundamental EU rights do not get
overridden in the rush to mitigate the spread of
the virus. While the guidance is primarily aimed at
how Member States can utilise such technology to
enable measures like contact tracing to be carried
out by national health authorities, it also makes a
number of recommendations that private entities
should have regard to. These include ensuring
users stay in control of their data, the principle of
data minimization is adhered to when processing
personal data for a COVID-19 purpose, and
ensuring the data is secure.

More generally, the use of technology to rate an
individual’s level of health risk and the centralisation
of sensitive data, raises questions about the impact
on people’s right to privacy and the right to the
protection of personal data. Any such impact
should be temporary, be strictly limited to what
is necessary to combat the crisis, and should
cease once COVID-19 has passed, without an
adequate justification. Additionally, other GDPR
data protection principles must be adhered to
when collecting data and sharing this information
with others, such as transparency, ensuring there
is a clear legal basis for processing, such as user
consent, and data minimisation. Appropriate
security measures must also be in place for the
protection of the data against risk.

What is contact tracing?
Contact tracing is focused on identifying and
contacting people who have been in close contact
with an infected person, to advise them to get
tested and self-isolate. Traditionally, this is carried
out manually by health professionals, however this
is an imperfect art form as it is difficult for a person
to recall who they have been in contact with for a
previous two week period, especially as lockdown
eases and individuals will invariably be exposed
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to more people, lots of whom they may not know
and therefore cannot contact. Technology offers a
potentially more reliable solution that can address
these issues, automatically tracking infected
persons data and immediately notifying others if
they are in contact with an infected person.
However, contact tracing technology will be
successful only with high adoption rates and
privacy concerns have proved to be a major
stumbling block for countries looking to roll out this
technology.

How Contact tracing apps
operate
The contact tracing apps available currently
generally use Bluetooth identifiers to track
encounters between smartphones. Although these
apps differ in how they process data, there are
two types of processing methods: centralised and
decentralised.
Centralised processing: the smartphone of an
infected or symptomatic user uploads its own
identifier to a central server. During the process, that
user also uploads the identifiers of other devices
which (s)he has encountered within a certain
proximity and timeframe. The server then notifies
the users of those other devices with, for example,
instructions to self-isolate.
Decentralised processing: an infected or
symptomatic user’s own identifier is uploaded to
a centralised database. Rather than the central
server, it is the smartphone itself that then notifies
the users of other devices encountered within
a certain proximity and timeframe. The joint
initiative from Apple and Google for a Bluetooth
API (Application Programming Interface) relies on
decentralised processing.
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European Commission and
EDPB guidance
The European Commission published guidance
which indicates that decentralised processing
complies with the principle of data minimisation
under the General Data Protection Regulation,
that “only personal data that is adequate,
relevant and limited to what is necessary in
relation to the [purpose] may be processed.”
Similarly, the European Data Protection Board
published guidance which stated that while
“implementations for contact tracing can follow
a centralized or a decentralized approach… in
general, the decentralised solution is more in line
with the minimisation principle”. This requires
public health authorities to carry out assessments,
involving data protection authorities as
appropriate, to determine the necessity of personal
data to specific app functions.
The guidance also emphasises that public health
authorities should only have proximity data from
infected or symptomatic users after those users
voluntarily and proactively share it. This means the
data cannot be used to track user location (unlike
other technologies like GPS), and it also minimises
the volume of data processed centrally, so has the
benefit of lowering the likelihood of a large-scale
data breach.
The guidance stipulates that data should only be
retained for the purpose of contact tracing for as
long as strictly necessary. For example, proximity
data should be deleted after a month as this
securely encompasses the coronavirus incubation
period. This suggests that these apps may not
be used for other purposes, such as advertising
tracking.
It is also key that users who do test positive for
COVID-19 and report it through the app do not
have their identity disclosed to other users they
have encountered; the guidance warns that
users should only be informed that they have
encountered a person who has tested positive for
COVID-19 in the past 16 days.

This prevents a scenario where a central database
stores and could potentially expose the identities of
infected or symptomatic users to other encountered
users.
The European Data Protection Board has also
emphasised the importance of processing
anonymised location data whenever possible,
rather than processing of identifiable information.
While it is acknowledged that true anonymization
is highly complex, the effectiveness of the measures
being adopted should be considered in line with a
reasonableness test.

Contact tracing apps in
practice

In recognition of the privacy concerns around the
operation of this type of technology, the UK has
recently decided to shelve its own contact tracing
app after its initial trial, and has moved to a model
that is based on the decentralised model developed
by Apple and Google.

Conclusion
Contact tracing apps that provide privacy are
more likely to attract users, which is integral to
their effectiveness. Hopefully, this can be achieved
through the use of decentralised processing
contact tracing apps, provided data protection
impact assessments are adequately carried out by
public health authorities.

European countries have rolled out different
contact tracing apps with varying degrees of
success. In April, Norway was one of the first to
introduce its contact tracing app (Smittestopp),
which was based on a centralised processing
method where both Bluetooth and GPS location
data carried out contact-matches remotely on a
centralised computer server. Recently (in June) the
Norwegian Data Protection Authority ruled that
the app represented a disproportionate intrusion
into users’ privacy and ordered Norway’s health
authority to delete all data gathered by it and
suspend further use of the app.
France also opted for a centralised processing
method in its StopCovid app which was launched
at the beginning of June, whereas Germany has
opted for a decentralised method, which has
recently been launched.
Ireland had been delayed somewhat with its
own contact tracing app, but decided to adopt
the decentralised method developed by Apple
and Google. The Health Service Executive (HSE)
conducted field trials in early June to validate the
use of the exposure notification service to trace
close contacts, and launched their app in July.
However, some have questioned the accuracy of
the Bluetooth technology the app relies on, and
how it will function in crowded areas.
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Top 10 Guidance
for Digital Health
2019-2020
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1

The European Commission, ‘Guidance on Apps supporting the fight against
COVID-19 pandemic in relation to data protection’, (16 April 2020)

2

Data Protection Commission, ‘Report by the Data Protection Commission
on the use of cookies and other tracking technologies’, (06 April 2020)

3

World Health Organization (WHO),
‘Draft global strategy on digital health 2020 -2024’, (26 March 2020)

4

MDCG, ‘Guidance on significant changes regarding the transitional provision
under Article 120 of the MDR with regard to devices covered by certificates
according to MDD or AIMDD’, (16 March 2020)

5

The European Commission, ‘White Paper on Artificial Intelligence –
A European approach to excellence and trust’, (19 February 2020)

6

The European Commission, ‘Report on the safety and liability implications of
Artificial Intelligence, the Internet of Things and robotics’ , (19 February 2020)

7

MDCG, ‘Guidance on Cybersecurity for medical devices’,
(07 January 2020)

8

The European Commission, ‘Liability for Artificial Intelligence and other
emerging digital technologies’, (27 November 2019)

9

National Institute for Health and Care Excellence (NICE),
‘Evidence Standards Framework for Digital Health Technologies’, (March 2019)

10

European Data Protection Board, ‘Processing of patients’ data and role of the
European Commission within the eHealth Digital Service Infrastructure’, (2019)
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In Focus –
Medical Devices
Regulation
Medical Devices Regulation
(MDR) – Where are we now?
Michaela Herron
Partner,
Product Regulatory & Liability
mherron@mhc.ie

The Medical Devices Regulation (MDR) represents a
significant development of the existing regulatory
system for medical devices in Europe. It will replace
the existing Directives which have been operative
for over 25 years. The legislation being in the form
of a Regulation, rather than a Directive, means this
EU legislation will be directly applicable without
requiring transitional national legislation. This
should provide for greater legal certainty and
prevent variation in the approaches adopted
between Member States.
The new Regulations seek to overhaul the
regulatory framework of medical devices, with the
aim of improving clinical safety and creating fair
market access for all manufacturers. Originally,
it was set to come into force on 26 May 2020,
however, largely due to COVID-19 this date has been
extended by up to 12 months. This means that the
MDR will now be fully applicable from 26 May 2021.
The implementation of the In Vitro Diagnostics
Medical Devices Regulation (IVDR) will follow a year
later and will be enforceable from May 2022. We
examine what the MDR seeks to achieve and the
position we have gotten to so far for its revised date
of implementation.

The MDR’s goal
The MDR addresses concerns over the assessment
of product safety and performance by placing
stricter requirements on clinical evaluation and
post-market clinical follow-up, and by imposing
enhanced requirements regarding traceability
of devices throughout the supply chain.
Manufacturers will be required to demonstrate
that their medical device meets the relevant
requirements through conducting conformity
assessments which are dependent on the
classification of their device. Once a product has
passed the conformity assessment, only then can
a CE marking be affixed. Approvals under these
conformity assessments are required for Class IIa,
IIb and III medical. Some Class I devices will require
a conformity assessment by a notified body, for
parts relating to sterility or metrology, if the medical
device includes sterile products or a measuring
function.
The new MDR now requires total life cycle
traceability between all stages of product
development and post-market activities.
Companies with low-risk Class I devices are required
to produce a post-market surveillance report.
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Labelling requirements have also been overhauled.
General safety and performance requirements
(GSPR) checklists have been mandated. Information
on warning, precautions or contraindications
on devices have also been made mandatory as
part of the labelling process. Labels require the
EC representative’s name, address and symbol.
Additionally, clinical evidence is now required for
all medical devices. This involves extensive clinical
testing in some cases.

The European Commission held the postponement
was essential for the new regulatory system under
the MDR to be “more solidly established and
brought to full functionality”.

MDCG guidance
documents
The European Union’s Medical Device Coordination
Group (MDCG) has published guidance documents
to assist stakeholders in implementing the MDR and
with the objective of ensuring uniform application
of the relevant provisions of the Regulation. To
date the MDCG has issued a total of 50 guidance
documents, including the following:

The corrigenda

The biggest effect of this delay is that it takes a lot
of the pressure off, at a time when all systems are
stressed beyond their maximum capacity. Notified
bodies would not have been able to conduct
on-site audits, some products may not have been
certified leading to disruptions in the continuity of
supply and shortages of essential medical devices
would have resulted during the current global
health crisis.

There have been two corrections or corrigenda to
the MDR.

This will help all parties focus on the current and
pressing battle against COVID-19.

•
•
•
•

The first Corrigendum published in May 2019 in
the Official Journal of the European Union (OJEU)
related to amending linguistic and other minor
errors.

Notified bodies

Conclusion

The MDR has significantly increased the
requirements which must be fulfilled before
being designated as a notified body. These new
requirements relate to organisation & general
requirements, quality management requirements,
resource requirements and process requirements.

The MDR seeks to significantly change the
regulatory environment of medical devices with
traceability, safety and proven usability at the
forefront. With only 14 notified bodies through the
assessment process, the medical device industry
was far from ready for its May 2020 date of
implementation. COVID-19 has granted a much
needed extension to its date of application across
all EU Member States. As a result, industry players
should make use of this grace period to better
equip themselves for the revised 2021 date of
application.

The second Corrigendum was prepared by
the Council of the EU on 3 December 2019.
This correction of the MDR amends Article 120,
entitled the “Transitional provisions”, to permit
manufacturers of Class I devices under the Medical
Devices Directive (MDD) who will be up classed
under the MDR to avail of a four-year transitional
period. Accordingly, manufacturers will be able to
place these devices on the market until May 2024
and are further allowed to make these devices
available to end-users until May 2025. In order to
avail of this, a device must obtain a CE marking
as a Class I device under the MDD before 26 May
2020 - now 26 May 2021 as a result of the delay. In
addition, no significant changes can be made to
the intended purpose and design of relevant device
past 26 May 2021.

Delay
The European Commission proposed delaying the
Regulation implementation date on 3 April 2020,
so as to ensure the “continued availability of vitally
important medical devices” during the current
pandemic. The amending regulation was published
in the Official Journal of the EU on 24 April 2020. 26
May 2021 is now the official date of full application.
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The designation process involves national and
European assessments, which takes a minimum of
up to 18 months, after which they can then certify
devices under the new MDR requirements. As of
the end of January 2020, over 85% of European
Notified Bodies currently operating had applied for
designation under the MDR, however at present,
there are only 14 accredited notified bodies across
Europe as listed on the attached link.
With 44 Notified Bodies still in the process of
obtaining designation under the MDR, concerns
had arisen about these organisations’ capacity
to support medical device manufacturers’
European certification requirements past the May
2020 compliance deadline. The one year delay
will now provide much needed time for pending
submissions to get accreditation.

Guidance on Software
Clinical Investigations
Cybersecurity
Clinical Evaluations

Unlike the previous EU legislative governing
provisions, the new legislation takes the form of
a Regulation, meaning no discretion is provided
to national Member States and all provisions
are directly applicable. As examined, the new
Regulation is far more rigid and thus, preparations
should commence as soon as possible to ensure
smooth compliance.
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Launching a
Health App in
the EU
Phase 1:
Idea Phase
Who would use it?

Wellness/Lifestyle/Fitness app?

Environment?

Mid-Year Digital Health Review 2020

Phase 2:
The Research &
Development Phase

Phase 3:
The Pre-Launch
Clearance Phase

Phase 4:
The Post-Launch
Phase

MDD/MDR

MDD/MDR

MDD/MDR

•
•
•

•
•
•
•
•

•
•
•

•

Is it a medical device?
What class is it?
What conformity assessment procedure is
required?
What testing is going to be required?

UDI
Marketing

New functionality impact on MDR certification
Adverse incidents/consumer complaints and
potential claims

Warnings

GDPR

GDPR

•
•
•

•
•
•
•
•

•
•
•

Compliance is an ongoing process

•
•

Data by Design - baking in requirements

Understanding your processing
Data by Design - baking in requirements
Health Research & Health Data Regulation

Understanding your processing
Assessing compliance
Legal basis for processing
Operationalising your compliance
User-friendly documents

Respond to product changes and adapt
Ongoing obligations and risks relating to the
data you hold
Health Research & Health Data Regulation

Consumer

Consumer

Consumer

•
•

•
•
•
•
•

•

Updating your business models and your
terms & conditions

•

Digital Single Market reforms

Move towards increased transparency
Consumer co-creation and early access

IP

14

Labelling/IFU

Post-market surveilance obligations

GDPR

Research & Target Audience?

Standalone app or works with
hardware?

Certification

•
•
•

Terms and conditions development
Use of disclaimers
Focus on marketing activities
Advertising standards and influencers
App store approvals

IP
Patent protection
IP capture and management
Data licences
(AI machine learning in e.g. diagnostic apps)

•
•
•

IP
Branding
TM clearance and filings
IP licensing arrangements

•
•
•

Developer infringements
Monitor the market
AI and new EU laws
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In Focus –
Artificial Intelligence
Update
Brian McElligott
Partner,
Intellectual Property & AI
bmcelligott@mhc.ie

The European Commission has recently advanced
its program for the regulation of artificial
intelligence and healthcare is expected to be one
of the core sectors affected by the Commission’s
proposals. On 19 February 2020, the Commission
published a White Paper on Artificial Intelligence – A
European approach to excellence and trust, which
sets out its key proposals for AI specific regulation.
We will take a look at how the proposals are
expected to have significant impacts on designers,
creators, manufacturers and suppliers of AI in the
healthcare sector.

What will be regulated?
“High risk” AI applications are being targeted by
the proposals. AI is not specifically defined in the
White Paper but is referred to in very broad terms.
Any product, hardware or software, which includes
any element of machine/deep learning, neural
networks, computer vision etc. will be subject to the
proposals. This will no doubt bring many digital
health products within scope.
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An exhaustive and specific list of high risk sectors
will be regulated and that includes healthcare.
Within the healthcare sector only those high risk AI
applications will be targeted e.g. medical devices
and diagnostic applications. The proposed rules
will not apply to every use of AI in the healthcare
sector. For example, a flaw in the appointment
scheduling system in a hospital will normally
not pose risks of such significance as to justify
legislative intervention. The assessment of the
level of risk of a given use could be based on the
impact on the affected parties. For instance, uses
of AI applications that produce legal or similarly
significant effects to the rights of an individual
or a company; that pose risk of injury, death or
significant material or immaterial damage; that
produce effects that cannot reasonably be avoided
by individuals or legal entities.
The threshold criteria of what constitutes “high
risk” is already causing concern with many AI
companies, with several calling for the threshold to
be specified in detail.

How will this AI be
regulated?
The detail of the proposals is contained in six
requirements that high risk AI must comply with:

•

Data – use only data sets that are broad and
representative to avoid discrimination;

•

Records – maintain accurate records of training
and test data sets, including a copy;

•

Transparency – provide clear information
regarding system limitations and capabilities
and let users know they are interacting with AI
and not a human;

•

Robustness and accuracy – reproducible
outcomes, deal with errors or inconsistencies,
resilient against attacks;

•

Provide for human intervention – before a
negative result refusing social security benefits,
after any result subject to check, intervene in real
time, or by imposing operation constraints at
design phase; and

•

Remote biometric identification – surveillance
is highly restricted.

How would this work in
practice
The above six requirements could have far reaching
consequences for how AI in the digital health sector
is developed in the future.
Consider a machine learning tool which reviews
x-rays for lesions for reporting positive or negative
cancer diagnoses. Under the proposals creators of
this technology will need to give consideration to
the scope of their training and test data sets and
satisfy themselves that they are sufficiently broad
and cover all relevant scenarios needed to avoid
dangerous situations. No doubt this is already
being considered by many in this space but this
proposal will create a pre-market compliance check
with regard to being able to demonstrate this.

There may also be an obligation on the creator
to keep a copy of the training and test sets and
documentation on the programming and training
methodologies, processes and techniques used to
build, test and validate the machine learning tool.
The proposal that these requirements be checked
as part of a pre-market conformity test means that
AI designers in this space will need to be educated
on and design these requirements into their product
development procedures. This is a significant
change which will introduce design constraints
and procedural changes to existing processes.
The requirement to maintain documentation on
the programming and training methodologies,
processes and techniques used to build, test and
validate the machine learning tool and to disclose,
will also give rise to concern for IP/trade secret
owners.
All of the above proposals will be in addition to, and
not in substitution for, compliance with the Medical
Device Directives and other existing requirements
for digital health technologies.

Conclusion
The EU sees AI as a strategic sector – a target for
both funding and “values” focused regulation.
There is an existing body of EU law that already
regulates AI (GDPR, product regulation) and now
we have the new proposed rules. All AI companies
need to sit up and take notice of these proposals
because they will apply to AI products and services
supplied to the EU regardless of the establishment
of the producer/supplier. Bear in mind that even
after Brexit, the EU consumer population will be
45m approx. It is difficult to ignore what the EU is
doing here.
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The European
Commission’s
Report on AI

This could certainly affect sophisticated
healthcare devices with embedded AI and
also possibly other consumer products. This
new risk assessment should focus on the safety
impact caused by the autonomous behaviour
throughout the product lifetime.
The risk assessment should be performed by the
appropriate economic operator. In addition, the
relevant EU pieces of legislation which are sector
specific could include reinforced requirements
for manufacturers on instructions and warnings
for users.

Mary Cooney
Senior Associate,
Product Regulatory & Liability
mcooney@mhc.ie

The European Commission’s Report on AI
(the Report) aims to identify and examine the
broader implications for and potential gaps in
the liability and safety frameworks for AI, the
IoT and robotics. The recommendations in this
report are highly relevant for the digital health
sector when one considers the upward trend in
the use of telemedicine, health apps for diagnosis
and monitoring of illnesses and robotic surgery.
The liability section of the Report builds on the
evaluation of the Product Liability Directive, the
input of the relevant experts groups and contacts
with stakeholders. The Expert Group on Liability
and New Technologies (findings discussed in
the following article) was created to provide the
Commission with expertise on the applicability
of the Product Liability Directive and national civil
liability rules, and with assistance in developing
guiding principles for possible adaptations of
applicable laws related to new technologies.
Below are some of the key recommendations
discussed in the Report:

18

1. Connectivity is a core feature of AI devices
including, in particular, consumer and
healthcare devices, apps and software. The
safety concept in the current EU product safety
legislation is in line with an extended concept
of safety in order to protect consumers and
users. Thus, the concept of product safety
encompasses protection against all kinds of
risks arising from the product, including not
only mechanical, chemical and electrical risks,
but also cyber risks and risks related to the
loss of connectivity of devices. However, the
Commission notes that explicit provisions in this
respect could be considered within the scope of
sector specific EU pieces of legislation, in order
to provide better protection of users and more
legal certainty.

2. The Commission is of the view that unintended
outcomes of autonomous AI features of
products could cause harm to users and
exposed persons. Besides the risk assessment
performed before placing a product on the
market, a new risk assessment procedure
may be required to be put in place where the
product is subject to important changes during
its lifetime, e.g. different product function, not
foreseen by the manufacturer in the initial risk
assessment.

3. The Commission notes that the existing EU
product safety legislation explicitly addresses
human oversight in the context of AI selflearning products and systems. The relevant
EU pieces of legislation may foresee specific
requirements for human oversight, as a
safeguard, from the product design and
throughout the lifecycle of the AI products and
systems.

4. Autonomous AI features in products also
raise questions about human control. The
relevant EU pieces of legislation may foresee
specific requirements for human oversight,
as a safeguard, from the product design and
throughout the lifecycle of the AI products and
systems.

5. The Commission has concerns about the future
“behaviour” of AI applications, particularly in
respect of mental health risks in the healthcare
sector. Explicit obligations for producers
of, among others, AI humanoid robots to
explicitly consider the immaterial harm their
products could cause to users, in particular
vulnerable users such as elderly persons in care
environments, could be considered within the
scope of relevant EU legislation.

6. Data dependency and data quality are
concerns for the Commission also. The question
arises if EU product safety legislation should
contain specific requirements addressing the

risks to safety of faulty data at the design stage,
as well as mechanisms to ensure that quality
of data is maintained throughout the use of
the AI products and systems. Such a broad
ranging change to the law would arguably
affect all types of AI products, both hardware
and software, that rely on machine learning and
other reinforced learning techniques.

7. Existing product safety legislation does
not explicitly address the increasing risks
derived from the opacity of systems based on
algorithms. It is therefore necessary to consider
requirements for transparency of algorithms,
as well as for robustness, accountability and,
when relevant, human oversight and unbiased
outcomes. These are particularly important
for enforcement and to build trust in the use of
those technologies. The Commission suggests
that one way of tackling this challenge would
be imposing obligations on developers of the
algorithms to disclose the design parameters
and metadata of datasets in case accidents
occur. The scope of such an obligation would no
doubt be a concern for proprietors of valuable IP
and trade secrets in healthcare, advertising and
consumer products.

8. While existing product safety legislation takes
into account the safety risks stemming from
software integrated in a product at the time
of its placing on the market and, potentially
subsequent software updates foreseen by
the manufacturer, specific and/or explicit
requirements on stand-alone software
could be needed e.g. an ‘app’ that would be
downloaded. Particular considerations should
be given to the stand-alone software, ensuring
safety functions in the AI products and systems.
Additional obligations may be needed for
manufacturers to ensure that they provide
features to prevent the upload of software
having an impact on safety during the lifetime of
the AI products. Such changes to the law would
no doubt increase the cost and post-production
monitoring burden of producers of healthcare
devices and consumer products with such AI
capability and functionality.
19

Mid-Year Digital Health Review 2020

9. Although the Product Liability Directive’s
definition of product is broad, its scope could be
further clarified to better reflect the complexity
of emerging technologies and ensure that
compensation is always available for damage
caused by products that are defective because
of software or other digital features. This
would better enable economic actors, such as
software developers, to assess whether they
could be considered producers according to the
Product Liability Directive. Such a change could
have a significant impact on producers whose
products do not currently fall within the Product
Liability Directive regime.

10. The Commission is seeking views whether, and
to what extent, it may be necessary to mitigate
the consequences of complexity by alleviating/
reversing the burden of proof required by
national liability rules for damage caused by
the operation of AI applications, through an
appropriate EU initiative.

11. Closely related to the issues raised above are
the product safety issues regarding opacity and
autonomy, the notion of ‘putting into circulation’
that is currently used by the Product Liability
Directive could be revisited to take into account
that products may change and be altered. This
could also help to clarify who is liable for any
changes that are made to the product. From the
perspective of certainty, this could be a welcome
change for producers of products in the
healthcare, consumer and advertising sectors.
However, the benefits of certainty could be
significantly diminished with increased burdens
for producers of such products.

12. For the operation of AI applications with a
specific risk profile, e.g. fully autonomous
vehicles, drones and package delivery robots,
or AI-based services with similar risks like traffic
management services guiding or controlling
vehicles or management of power distribution,
the Commission is seeking views on whether,
and to what extent, strict liability, as it exists
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in national laws for similar risks to which the
public is exposed may be needed in order to
achieve effective compensation of possible
victims. The Commission is also seeking views on
coupling strict liability with a possible obligation
to conclude available insurance, following the
example of the Motor Insurance Directive, in
order to ensure compensation, irrespective of
the liable person’s solvency and to help reduce
the costs of damage.

13. For the operation of all other AI applications,
which would constitute the large majority of
AI applications, the Commission is reflecting
on whether the burden of proof concerning
causation and fault needs to be adapted. In
this respect, one of the issues flagged by the
Report from the Expert Group on Liability and
New Technologies is the situation where the
potentially liable party has not logged the data
relevant for assessing liability, or is not willing to
share such data with the victim.

Conclusion
In summary, the Commission has found that while
the existing laws of Member States are able to cope
with emerging technologies, these laws are not
specifically applicable to the development of new
digital technologies like AI, the IoT and robotics. This
raises new challenges in terms of product safety
and liability, including connectivity, autonomy, data
dependency, opacity, complexity of products and
systems, software updates and more complex
safety management and value chains. The
Commission is now clearly considering certain
adjustments to the Product Liability Directive, the
General Product Safety Directive and national
liability regimes through appropriate EU initiatives.

Update on the
liability arising
from the use of
AI in Healthcare
Michaela Herron
Partner,
Product Regulatory & Liability
mherron@mhc.ie

From health apps to software medical devices to
3D printing, AI technology is currently on its way to
becoming an integral part of our health system.
In the UK, the NHS has already partnered with a
number of AI companies and has started to test
and utilize their products throughout the healthcare
system. The European Commission is keen to
promote the adoption of AI by the public sector
and are of the view that it is essential that public
administrations, hospitals, utility and transport
services, financial supervisors, and other areas of
public interest rapidly begin to deploy products and
services that rely on AI in their activities. The White
Paper on AI published in February 2020 notes that a
specific focus will be in the areas of healthcare and
transport where technology is mature for largescale deployment.
Not all AI technology used in healthcare will be
classified as a software medical device, and subject
to the medical devices framework. Whether a
particular AI technology is deemed to be a software
medical device will require careful consideration
under the Medical Devices Directive and from May
2021, under the Medical Devices Regulation.

While this regime seeks to reduce the risks posed
by software medical devices as much as possible,
there will inevitably be occasions when things go
wrong and injury is sustained as a result.
The European Commission published a Report
on the safety and liability implications of Artificial
Intelligence, the Internet of Things and robotics on
19 February 2020, which assessed the adequacy
of existing liability regimes in EU Member States
in the wake of emerging digital technologies.
The Commission found that while in principle the
existing EU and national liability laws are able to
cope with emerging technologies, the dimension
and combined effect of the challenges of AI could
make it more difficult to offer victims compensation
in all cases where this would be justified and as
such the allocation of the cost when damage
occurs may be unfair or inefficient under the
current rules.
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Is AI a product or a service?

Determining defect

Whether a software medical device or not, one of
the key considerations in establishing which liability
(rather than regulatory) framework is going to be
applicable is whether the AI technology used is
considered a product or a service. This classification
will depend very much on:

In determining whether the AI technology is
defective, the court will consider the level of safety
a consumer is entitled to expect. Complex issues
arise when determining what the defect is in the AI
technology. Identifying the actual failure may be
particularly difficult given the potential sources of
defect. Sources might include:

•
•
•

The precise AI that is used
The manner in which it is used
Whether it is used with or without hardware

If the AI used is ultimately deemed to be a product,
then it will be subject to the product liability
framework.

EU Product Liability
Directive
The EU Product Liability Directive (PLD) relates to
“products” which are defined in Article 2 as “..all
movables…even those incorporated into another
movable or into an immovable.” “Movable” is not
defined in the PLD which has led to uncertainty
around whether it can apply to intangible things
such as software.
If the PLD is applicable, then the AI developers or
manufacturers - and in some circumstances, the
suppliers/distributors - will be subject to the strict
liability regime. Although fault is not a requirement,
consumers (patients) must still prove defect, injury
and a causal link.

•
•
•
•
•
•
•

Fault(s) in the underlying algorithm
Corrupted training data
Insufficient training data in the algorithm
Misuse of the AI machine
Hacking of the data or the machine
Faulty hardware
Clinician error

The Expert Working Group appointed by the
European Commission highlighted the specific
characteristics of these technologies and their
applications – including complexity, modification
through updates or self-learning during operation,
limited predictability, and vulnerability to
cybersecurity threats – may make it more difficult
to offer these victims a claim for compensation in
all cases where this seems justified. To rectify this,
the Group is of the view that certain adjustments
need to be made to EU and national liability
regimes.

Patient protection and
safety
Determining what level of safety a consumer is
entitled to expect from AI technologies is going
to be very challenging in reality. This is because
in many cases, all aspects of its operation are not
fully understood by the majority of developers,
users or consumers. Furthermore, if the AI is
replacing the decision making of a doctor, is the
level of safety one is entitled to expect safer than,
or equivalent to, that expected from a doctor? Do
we need to look at how a reasonable AI machine
operates? Are AI machines allowed to “have a
bad day”? These are all issues which will ultimately
need to be played out in court.
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The statutory defence which we are most likely to
see relied upon in these claims is the development
risks defence. This defence relates to instances in
which the risk was not reasonably foreseeable at
the time of development of the AI technology and/
or that the AI technology was developed in line
with the relevant industry standards at the time of
development. This, however, does raise the question
of whether industry standards can keep up with
technology developments to the extent they need
to, in order to protect the public.

Negligence
Manufacturers, as well as repairers, installers and
suppliers, etc., may be sued in tort for reasonably
foreseeable damage caused to those whom
they owe a duty of care. In negligence claims,
the reasonableness of the conduct of the AI
manufacturer will be under scrutiny rather than
the level of safety a consumer/patient is entitled to
expect. However, claims based in negligence are
not without their difficulties either. Given the pace
of change, trying to determine what might be
“reasonable” at a particular point in time, may be
exceedingly challenging.
In the event of a defect causing injury, the extent
to which the manufacturers of the AI technology
warned of the risks will likely also be heavily
scrutinised. Whether these warnings will ultimately
feed into consent processes undertaken by
clinicians to patients remains to be seen.
In addition, clinical negligence claims against
doctors could arise in the context of their use of an
AI product or software medical devices for myriad
reasons. For example, consider an instance in which
an app employed by a doctor gave an apparently
incorrect dosage calculation. Perhaps the doctor
should have noticed the error and failed to address
it. Perhaps the doctor forgot to implement a critical
software update; or maybe the doctor inputted
erroneous information into the software which
then led to an incorrect calculation. Alternatively,
perhaps the doctor was responsible for a clinical
error unconnected to the AI or software.

This may have broken the chain of causation
arising from the AI software failure, meaning that
ultimately it was their actions that caused the harm
rather than the AI.
Furthermore, a claim against the hospital by
a patient could also potentially arise if they
authorised the use of the particular AI technology.

Contract
Contractual liability will inevitably arise given the
various contractual relationships entered into
around the use of AI in healthcare. Contractual
provisions will need very careful consideration to
ensure that warranties, liability, indemnity and
limitation clauses are appropriately in place. For
example, these may be between the AI software
manufacturer, the hardware manufacturer, the
hospital authorising its supply, etc.

Conclusion
Manufacturers and users of AI in healthcare need to
be aware of the potential liability frameworks they
could be exposed to. Following the publication of
the Report on the safety and liability implications
of Artificial Intelligence, the Internet of Things and
Robotics on 19 February 2020, it remains to be
seen what changes, if any, will be made to address
potential uncertainties in the existing framework.
The Commission has suggested that certain
adjustments to the Product Liability Directive and
national liability regimes through appropriate
EU initiatives could be considered on a targeted,
risk-based approach, i.e. taking into account that
different AI applications pose different risks.
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Consumer Protection

The Digital Content
Directive

The changing European
Consumer Law landscape
continues to create additional
regulatory considerations for
Digital Health Companies

Currently, there is no EU legislation specifically
addressing consumer contracts for the supply of
digital content and digital services meaning that
the regulation of digital health services is covered
by a patchwork of existing legislation that was not
specifically designed to deal with new technologies
and business models. The Digital Content Directive
(DCD) will update consumer law in relation to
the sale of digital services and digital content
and will take effect from 1 January 2022. Digital
content will capture software apps. Although
healthcare has been specifically excluded, health
apps are included (where the app does not require
a prescription by a doctor or other healthcare
professional).

John Farrell
Partner,
Commercial
jfarrell@mhc.ie

The Changing EU
Consumer Law Landscape
Despite the COVID-19 crisis, the EU has continued
with its plans to reform the operation of the EU
Digital Single Market. A key pillar of this initiative
is the changes to the current consumer law
regime. These new rules will come into effect on a
staggered basis over the next 18 months or so and
will have a significant impact on how digital health
companies engage with EU consumers.

The New Consumer Deal
and Enforcement
The Omnibus Directive will significantly change a
number of European e-commerce laws that apply
to traders such as healthcare platforms when they
deal with consumers. This legislation will reform
and modernise a number of key pieces of existing
EU laws around consumer protection. The overall
goal of the European Commission is to improve
transparency and outcomes for consumers when
they transact with traders online.
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One area of focus for the European Commission
has been the Unfair Commercial Practices Directive
(UCPD). The revised UCPD will have increased
transparency requirements and advertising
restrictions for traders. This will obviously be a time
consuming and burdensome task for digital health
companies and will have a significant impact
on how services can be marketed to consumers.
For example, the rules around the transparency
requirements in relation to paid-for advertising will
be significantly tightened. There are stricter rules on
the posting of user reviews on websites and traders
will be required to state the previous selling price
where they are running a price reduction promotion
targeting consumers.
One particular aspect of the Omnibus Directive
which has received a lot of attention is the potential
for increased penalties and turnover-based fines for
breaches of not less than 4% of a trader’s annual
turnover (in the member state) or at least €2 million
when information on turnover is not available.
This will be a dramatic change from the current
enforcement regime which currently exists across
the EU to GDPR-level widespread fines.

An interesting element of the DCD is that it has
specifically recognised that payment can be in the
form of the provision of personal data. Personal
data is included to ensure that consumers are
entitled to contractual remedies, even in the case of
‘free’ apps which rely on the provisions of personal
data to monetise the product. However, the DCD
will not apply in instances where the personal data
is required to perform the service, for example,
where the consumer uploading their geographical
location on to a fitness app is necessary for the app
to record distance and to function properly.
The liability and redress provisions of the DCD will
provide a significant degree of clarity for businesses
operating in this area as it will set the parameters
for what is required from the digital content or
service. The DCD specifically provides that the
digital content or digital service must comply
with subjective and objective conformity criteria.
Interestingly, privacy by design and privacy by
default are identified as being objective conformity
criteria, which means that a failure to adequately
take into account privacy principles will not only
be a GDPR issue, but will also give rise to consumer
law concerns. Health app providers will be required
to provide consumers with updates regularly in
subscription services, however if the consumer
fails to install the update, they can potentially be
responsible for any resulting lack of conformity,
such as those that address security concerns.

The summer package
In June 2020, the European Commission announced
a Digital Services package and is running a public
consultation to review existing obligations in the
online environment, particularly in relation to
transparency of commercial communications and
digital advertising. Some of the areas under review
are intermediaries, disinformation and fake news.
The Online Platform Regulation (P2B Regulation)
takes effect on 12 July 2020. While the P2B Regulation
will not directly affect most Digital Health
businesses, it will capture some services which
operate as platform models. The P2B Regulation
is a move towards increased transparency of
terms and conditions and the digital platform will
require notice for changes or updates to terms
and conditions, in the case of termination and
a statement of reasons. The digital platform is
required to publish a complaints handling process
and appoint independent mediators and be willing
to engage in mediation with business users in the
event of a dispute.

What lies ahead in the
future?
Although the current global environment remains
very uncertain, the European Institutions are
focusing on longer term digital trends and
innovations. In early June 2020, the European
Parliament published the New Developments in
Digital Services to 2030. Among the predictions,
which focus on digital transformation up to 2025,
one of the most influential trends identified are
innovations such as individualised health care
technology. The Report suggests that member
states take a proactive rather than reactive
approaches to prevent health issues as quickly as
possible, which will be enabled by technological
change e.g. app and cloud-based software.
This indicates that the development of digital
health initiatives and customised health apps in
Europe will be more of a priority than ever before.
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Irish Fundraising
Trends for Digital
Health Businesses

For instance, it is important to consider carefully
which shareholders are to be capable of dragging
others into a sale. Also, although pre-emption rights
on transfer are a useful protection for shareholders
in a company, it is important to consider whether
shareholders are permitted to sell their shares at all,
or whether “lock-in” restrictions on such sale should
be included.

Robert Dickson
Partner,
Corporate
rdickson@mhc.ie

As 2020 has progressed, we have continued to see
massive investor appetite to partake in funding
rounds for digital health businesses. Some such
recent rounds have been significant sizes. As other
sectors of the market have been challenged,
venture capital and private equity investors have
sought to deploy their capital in sectors in which
there is major growth potential. As consumers
become increasingly familiar with the concept of
managing their health remotely and via digital
platforms, digital health businesses have increased
their market share and the opportunities and value
of businesses in the digital health sector has been
recognised by investors via large investments.
Hence the significant deal volume in the sector.
If you are an investor considering investing in an
Irish company owning a digital health business,
or you are a digital health company raising equity
funding, it is important to be aware of some deal
trends in the Irish market, as follows:
Investor geography: when Irish businesses are
raising investment, that investment tends to come
from a range of international geographies, as
well as from Irish investment houses. The most
typical geography of an investor in investment
transactions we advise on is the US. This is far more
prevalent than investments by Irish-based investors,
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which would be the second most common investor
geography on our transactions. Investment by US
private equity and venture capital investors into
growing Irish digital health businesses is something
we regularly encounter, especially on the larger
investment rounds.

Exit rights: a private equity or venture capital
investor will always be focused on its exit and
the value of its return on its investment. The deal
documents will always include various rights and
obligations setting out the extent to which an
investor will have the right to trigger an exit process,
or even a hard right of sale at a given value if the
exit process fails. The latter is much less common
and tends to only be capable of being invoked in
very specialised circumstances.

Sale rights and protections: drag along rights
are a standard feature of Irish shareholders’
agreements / constitutions. Tag along rights,
pre-emption rights on transfer of shares, and
pre-emption rights on allotment of shares are also
usually included. The question with many of these
deal terms is not whether they are included, but the
nuances within the relevant clauses.

Secondary element to fundraising: in a minority
of the equity investment deals we advise on, the
investors acquire some shares from the existing
shareholders, as well as investing new money into
the business for its working capital, in exchange for
new shares in the business. We tend to see existing
shares being sold as part of these transactions
in some private equity deals rather than venture
capital deals, and this only tends to happen in
businesses that are throwing off considerable
revenue, rather than in other fast growth, high
value, but low revenue businesses. However, in the
right circumstances, this can be a really positive
deal term for investors and founders alike, which
can be very popular with private equity investors
as a way of bringing out the best long-term
performance from management.

Anti-dilution rights: it is more common than not to
include anti-dilution rights in Irish investment deal
documents. This gives investors comfort that if there
is a subsequent “down round”, the investor will be
made whole on its percentage shareholding in a
subsequent exit.

Warranties: it is typical for a long-form suite of
warranties to be provided by the investee company
to the investor(s) in an Irish Investment Agreement.
These still tend to be capped at the full investment
amount – which is quite different to M&A trends, in
which we are increasingly seeing lower percentage
caps as against the consideration amount. More
often than not, those warranties are supplemented
by further warranties from a member of the founder
or management team.

This tends to be capped at a low multiple of that
individual’s salary, we see anything from 1x to
3x, or another agreed six-figure sum. On some
smaller investment round prior to Series A stage,
we sometimes see a shorter form set of warranties,
usually 4-5 pages.

Indemnities: a trend we have observed on Irish
transactions over the past number of years, is that
as well as the typical suite of warranties, specific
indemnities are usually provided by the sellers
in M&A transactions, relating to specific known
risks which are uncovered by the due diligence
process. Conversely, it is extremely unusual for
specific indemnities to be included in investment
transactions. This is due to the nature of the
transactions. Sellers are not exiting the business
with significant sums of money, and any sort
of claim by an investor under the warranties /
indemnities following an investment transaction
is highly unusual – as part-owners of the business
post money, such an investor would consider such
a claim to be partially against itself. When investing
in fast growth businesses in particular, investors
typically accept that there will be risks and matters
to be perfected, and do not usually escalate those
matters to an indemnity item, as a buyer typically
would in an M&A transaction.

Data Room Disclosure: we expect to see a data
room produced by the investee company and
its advisors, as part of the due diligence process
on investment transactions. A question that
sometimes arises is whether the Data Room is to
be generally disclosed in the Disclosure Letter. This
means that any matter which has been included
in a document in the Data Room which is clear
and fair so that a reasonable investor could assess
the nature of the matter or risk, will be deemed
to be an exception to each of the warranties. In
Irish transactions – both M&A and investment
transactions – we find that it is highly unusual for
the Data Room to be generally disclosed in the
Disclosure Letter. However, there will be competitive
situations, particularly auctions, where competitive
tension can be used to ensure that an investee or
seller-friendly term of this nature is added into
the deal.
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Deal documents: we do not use an “industry
standard” investment agreement as the starting
point on investment transactions in Ireland.
However, the same documents which were used
on the prior round of investment into a given
business, tend to be used as a starting point on the
next round of investment into that business. What
this means is that the negotiations on the deal
documents themselves do not always take as long
as can be the case where the documents are being
produced and negotiated from scratch. This can
assist in closing a round of funding relatively quickly,
and means that the deal terms on investment
transactions can often be agreed quicker than can
be the case in M&A deals.

Conclusion
In conclusion, while the volume of corporate
transactions in some sectors of the market have
decreased in 2020, that has certainly not been the
case in the digital health sector, in which the Irish
transaction market is buoyant. When approaching
a transaction of this nature, it is important to
assess the deal terms that you want included in
the documents, and to understand market trends
for transactions of this nature in the Irish market.
Should you have any queries about any of the
above issues or about any other aspect of doing
a corporate transaction in the Irish market, please
contact Robert Dickson or any other member of our
Corporate Department.
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Webinars & Recent
Publications
Webinars

Publications

•

Commercial Contracts – What’s Market?
(14 July 2020)

•

•

The EU Regulation of Wearables –
A Changing Landscape (07 July 2020)

International Publications: ICLG –
Digital Health Laws and Regulations
(03 March 2020)

•

•

AI Regulation: The EU Approach
(23 June 2020)

Getting the Deal Through:
Product Recall in Ireland 2020

•

•

Selling Online – Consumer Protection
Overhaul (26 May 2020)

Getting the Deal Through:
Product Liability in Ireland 2019

•

•

Smart Contracts – Does Irish law have
the IQ to recognise them?
(13 May 2020)

Tough Cookie – New Guidance and
Report from the DPC (01 May 2020)

•

Complying with GDPR Timelines During
COVID-19 (27 March 2020)

•

In-House Counsel Masterclass –
Recent Developments in IP and AI
(07 May 2020)

•

Highlights of the Data Protection
Commission’s Annual Report for 2019
(20 February 2020)

•

Commercial Contracts During COVID-19:
Onboarding, Managing and Exiting
(15 April 2020)

•

The Regulation of AI – What Next?
(28 January 2020)

•

Key Tech Trends in 2020
(23 January 2020)

•

New Medical Device Coordination Group
Guidance on Cybersecurity for Medical
Devices (15 January 2020)

•

What’s App? – End of Year Round-up on
Health App Developments
(18 December 2019)

•

Diagnosis on Demand –
Potential Liability of Healthcare Apps
(26 November 2019)

•

AI and Automated Decisions: GDPR
and the Evolving Decision-making Process
(29 October 2019)

•

When is a Health and Fitness App
Not Just an App? (19 September 2019)
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About us
Mason Hayes & Curran LLP is a business law firm
with 95 partners and offices in Dublin, London, New
York and San Francisco.
We have significant expertise in product, privacy
and commercial law, which are sectors at the
forefront of Digital Health Law. We help our
clients devise practical and commercially driven
solutions to the complex and ever changing digital
technology regulatory framework. Our approach
has been honed through years of experience
advising a wide range of clients in diverse sectors.
We offer an in-depth understanding of the
regulatory landscape of Digital Health, with a
strong industry focus. We ensure to give our clients
clear explanations of complex issues, robustly
defend their interests and devise practical valueadding solutions for them whenever possible.
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What others say about us
Our Products Team
“Their level of expertise, attention to detail,
compassion, support and understanding are
second to none.”

Chambers & Partners, 2019

Our Privacy & Data Security Team
They “have unrivalled expertise and industry
knowledge in their area.”

Legal 500, 2019

Our Technology & Commercial Team
The team has “incomparable commercial
acumen” and provides “excellent, practical,
business-savvy advice.”

Legal 500, 2019

Key contacts
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Michaela Herron
Partner, Product Regulatory & Liability
+353 1 614 2878
mherron@mhc.ie

Brian McElligott
Partner, Intellectual Property & AI
+353 1 614 2199
bmcelligott@mhc.ie

John Farrell
Partner, Commercial & Technology
+353 1 614 2323
jfarrell@mhc.ie

Martin Kelleher
Partner, Head of Life Sciences
+353 1 614 5206
mkelleher@mhc.ie

Philip Nolan
Partner, Head of Commercial and
Privacy & Data Security
+353 1 614 5078
pnolan@mhc.ie

Brian Johnston
Partner, Privacy & Data Security
+353 1 614 7746
bjohnston@mhc.ie

Niamh Keogh
Partner, Tax
+353 1 614 5848
nkeogh@mhc.ie

Robert Dickson
Partner, Corporate
+353 1 614 2327
rdickson@mhc.ie

