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 • While we await the final text of the AIA, we 

review current obligations under GDPR when 

using AI.

 • We outline the key areas of the AIA addressed in 

the Compromise Text, published in November 

2021 by the EU Council Slovenian Presidency, as 

part of a progress report on discussions so far 

on the adoption of the AIA.

 • We also consider the key challenges and global 

responses for AI in Medical Devices.

 • In terms of the financial industry, we review the 

associated regulatory developments across the 

banking, insurance and investments sectors  

in 2021.

 • We also examine how enforcement is addressed 

in the AIA and the difficulties that will arise due 

to the opaque nature of AI. 

We hope you enjoy the first 2022 edition of our  

AI Review.

Introduction
Welcome to our Artificial Intelligence (AI) Review  

for 2022.

Since the publication of our last AI Annual Review in 

2020, there has been much debate surrounding the 

publication of the Regulation on AI, now referred to 

as the EU draft Artificial Intelligence Act (the AIA). 

We review key developments in 2021 and look at 

how AI impacts on certain commercial sectors. 

 • There are many sources of risk and liability when 

using AI. These can range from intellectual 

property rights, GDPR, the impending 

AI Regulation, sector specific regulatory 

requirements and even equality legislation. 

Contracting for AI, however, is about voluntary 

risk allocation and the approach taken to 

this can vary widely. As contracting for AI is 

at a relatively early stage, there is a degree 

of uncertainty on how to approach it. This is 

particularly the case when it comes to dealing 

with liability issues. We look at how suppliers and 

customers can take a considered, informed and 

reasonable approach to liability allocation in an 

AI contract. 
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Interactive pop-ups and ‘just-in time notices’ can 

help to provide those with relevant information 

as and when they need to avoid information 

overload. Transparency is also an ongoing 

obligation and so businesses must ensure 

privacy notices are kept under review and 

updated when processing changes. 

 • Training the AI: algorithms need to be fed 

data to learn and further develop. While many 

businesses hold valuable user and customer 

data already, they must ensure that before 

using data to improve their AI, they can do 

so in compliance with GDPR. For example, if 

a business wants to use its existing customer 

data to train its AI, it needs to ensure it has a 

legal basis for the processing, like relying on 

its legitimate interests. The business must also 

ensure that it has informed those affected of 

this intended use. GDPR obligations also apply 

to any data received from third parties or 

public sources once it relates to an identifiable 

individual. While aggregation and de-

identification are privacy protective measures, 

businesses should ensure robust assessments 

are carried out before concluding aggregated 

or ‘anonymised’ data actually fall outside the 

scope of the GDPR.

New laws governing AI are on the horizon that 

will bring about significant change for businesses 

relying on AI. Negotiations remain ongoing but it is 

clear, including from a European Data Protection 

Supervisor (EDPS)/European Data Protection 

Board (EDPB) joint opinion last year, that privacy 

considerations will need to be at the forefront of 

businesses’ minds.

While we await the conclusion of negotiations 

and the clarity on what those changes will be, 

businesses must also ensure they are aware of their 

current obligations under GDPR when using AI. 

Key issues for those currently using AI to consider 

are:

 •  Explaining your processing: being clear 

with individuals about how and why their 

data is being processed is a cornerstone of 

GDPR. Where businesses rely on AI for profiling 

and automated decision-making, they must 

explain that this is taking place, as well as the 

‘logic’ involved in any such decision-making, 

including the significance and consequences 

for the individual. This can be very challenging 

when the underlying processing relies on highly 

complex and ever-changing AI tools and various 

distinct data pools. Businesses need to achieve 

the right balance between being comprehensive 

while also remaining understandable for the 

average individual.  

Complying with GDPR 
When Using AI 

AI Review 2021

4

Brian Johnston

Partner,  

Privacy & Data Security

bjohnston@mhc.ie

https://www.mhc.ie/latest/insights/eu-regulations-proposals-for-ai
https://edpb.europa.eu/news/news/2021/edpb-edps-call-ban-use-ai-automated-recognition-human-features-publicly-accessible_en


 •  Future uses of data: as algorithms develop and 

learn, they will inevitably create opportunities 

for new and additional uses of data. Before 

businesses start deploying their technology in 

this way, they should ensure the data can be 

used in compliance with GDPR. 

Key issues to consider are whether individuals:

–  Have been informed of this intended use,

–  Would expect it, and 

–  Whether there is a valid legal basis for  

processing. For example, whether any 

previously obtained consent is sufficiently 

broad enough to cover the new processing. 

Measures and safeguards must be implemented 

to ensure careful consideration is given to what 

further steps need to be taken before your AI 

starts processing for any ‘new’ purpose. This 

may include issuing an updated privacy notice 

or obtaining a further consent.

 •  Fairness and bias: there are inherent risks of 

bias or discrimination arising from the use of 

algorithms. To comply with GDPR, steps must 

be taken to ensure data is not used in a way 

that is unjustifiably detrimental, discriminatory, 

or in a way that is misleading or unexpected. 

This means ensuring any algorithms relied on 

are reviewed regularly for any bias against 

certain categories of individuals and mitigation 

measures are put in place, such as human 

oversight and intervention.

 •  Automated decision-making: businesses 

looking to rely on AI to automate important 

decisions must consider whether specific 

additional rules or restrictions provided for by 

GDPR for these types of activities apply. GDPR 

sets a relatively high bar for these restrictions 

and so they only arise where decisions:

– Are solely based on automated processing,  

i.e. there is meaningful human involvement, or

– Have a legal or ‘significantly similar’ effect.

Decisions impacting on an individual’s legal status, 

contractual rights, financial circumstances, or 

access to essential services will fall within the scope. 

On the other hand, decisions to target individuals 

with certain ads, or to tailor a service to their 

interests, in most cases won’t. Where they apply, the 

most important of these restrictions is that decision-

making can only take place with the individual’s 

consent, where it is necessary to perform a contract 

with them, or to comply with a legal obligation. 

In addition, businesses must implement suitable 

measures to safeguard the individual’s rights, 

freedoms, legitimate interests, and their right to 

obtain human intervention, to express his or her 

point of view, and to contest the decision. 

While it may be some time before the new AI laws 

apply in the EU, businesses need to be fully aware of 

existing obligations and should take steps to ensure 

compliance.
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Definitions for ‘product manufacturer,’ ‘critical 

infrastructure’, ‘personal data’ and ‘non personal 

data’ have also been inserted.

3.  Prohibited AI Practices 

Under the Compromise Text, the prohibition on the 

use of AI for social scoring in the draft Act no longer 

applies to just the public sector, but is extended to 

private actors as well. 

It confirms that ‘real time’ remote biometric 

identification systems in public places by law 

enforcement authorities may also be used by other 

entities if acting on behalf of law enforcement 

authorities. 

4.  Classification of High Risk AI Systems 

The Compromise Text replaces the proposed  

Article 6, classification rules for high-risk AI systems, 

with the objective of clarifying the reasoning behind 

the classification for high-risk AI systems. 

At Annex 3, the text identifies AI systems intended 

to control digital infrastructure, emissions and 

pollution as high-risk.

 

At the end of 2021, the 2021 Slovenian Presidency 

of the Council of the European Union shared a 

compromise text on discussions so far on the 

adoption on the draft EU Artificial Intelligence Act 

(AIA). We outline the key areas of the AIA addressed 

in the text.

The Slovenian Presidency, as part of a progress 

report on discussions so far regarding the adoption 

of the AIA, on 29 November 2021, shared a 

compromise text (Compromise Text) on the AIA. 

We outline the key areas of the AIA addressed in the 

Compromise Text: 

1.  Scope 

The Compromise Text confirms the scope of the 

proposal, specifically excluding national security as 

this is regulated by each Member State.

 

2.  Definitions 

The text both clarifies and adds further definitions 

to the proposed AIA. 

Importantly, the definition of an AI system has 

been replaced, with specific reference now made 

to a system that “infers how to achieve a given set of 

human-defined objectives using learning, reasoning or 

modelling…”

Compromise Text on the 
Artificial Intelligence Act 
at a Glance
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5.  Exercise of Delegation

The Compromise Text requires that the EU 

Commission would report regularly to the European 

Parliament on any changes needed to the list of AI 

techniques and high-risk AI systems. 

The Compromise Text further identifies outstanding 

issues including requirements for high-risk AI 

systems, the responsibilities of various actors in 

the AI value chain, as well as compliance and 

enforcement. 

Whether or not these suggested changes to the Act 

will be adopted is yet to be determined.
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Depending on systems architecture, most financial 

firms are likely to be users. However, they could 

be providers where they are involved in systems 

development directly or through incubators. 

Providers of high-risk systems will have extensive 

obligations under the AIA . Users will have more 

limited obligations, mainly to use the system in 

accordance with technical instructions, monitor 

its operations and maintain logs. Where an AI/ML 

system is classified as limited-risk, users’ obligations 

are more restricted. Systems designed to interact 

with individuals, e.g. chatbots, must make it 

transparent to users that they are interacting with 

a system. Individuals interacting with emotion 

recognition and biometric categorisation systems 

must be specifically informed that a system is 

operating. Finally, systems that generate deep fakes 

must disclose that the image or other content has 

been artificially generated. 

The only specific finance industry use case that is 

classified as high-risk in the draft AIA is the use of 

AI/ML for creditworthiness evaluations and credit 

scoring. However, financial firms considering the 

deployment of AI/ML should still assess projects 

against the AIA rules for possible impacts. For 

example, firms other than lenders are more likely to 

consume credit data produced by others than to 

use or develop credit scoring systems themselves. 

The Financial Stability Board (FSB) published its 

first Report on AI and Machine Learning (ML) in 

2017. Since then, global financial regulators have 

launched dozens of workstreams to assess the 

potential implications of these technologies for 

financial stability and consumer protection. In 

Europe, a key priority of the EU Commission’s Digital 

Finance Strategy is to ensure that the EU’s financial 

regulatory system facilitates the use of AI/ML in 

the best interests of consumers while mitigating 

the associated risks. The Commission invited EU 

supervisors to prepare specific AI/ML guidance 

after the Commission published its draft Artificial 

Intelligence Act (AIA) in April 2021. Supervisors are 

now beginning to make their expectations clear. 

We review the associated regulatory developments 

across the banking, insurance, and investments 

sectors in 2021. 

The AIA
The EU’s AIA proposals do not specifically target the 

financial industry. They seek to introduce a general 

framework for AI/ML technologies, which will be 

classified as “unacceptable”, “high” and “limited” 

risk, respectively. Unacceptable-risk applications will 

be banned, while the AIA will impose compliance 

obligations on “users” and “providers” of high and 

limited-risk applications. 

AI & Financial Services –  
Will the Regulators Spoil 
the Party? 
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This means that they are therefore more likely 

to be system users than providers. However, an 

insurer might develop an in-house underwriting 

system involving biometric identification and 

categorisation and could, in those circumstances, 

be considered a provider. This could result in higher 

legal obligations. There are also specific high-risk 

use cases of AI/ML that are relevant to all businesses 

such as filtering CVs in recruitment processes and 

making promotion decisions. As a result, financial 

firms must be aware of potential impacts of the AIA 

outside their core business lines.

Insurance 
In addition to satisfying AIA requirements, insurers 

must:

 • Apply regulatory conduct of business and 

consumer protection rules to their customer 

engagement models, 

 • Ensure that the AI/ML system outcomes do 

not breach applicable anti-discrimination and 

equality laws,

 • Meet regulatory expectations regarding internal 

governance.

The European Insurance and Occupational 

Pensions Authority (EIOPA) produced important 

draft guidance in this area in June 2021. It stated 

that insurers should consider potential negative 

consumer impacts when determining the 

appropriate governance measures. This requires 

insurers to consider fairness of outcomes and to 

mitigate the potential exclusionary impact of rating 

factors like credit scores if used in AI/ML systems. 

Data must be fit for purpose and insurers should 

make reasonable efforts to monitor and mitigate 

data biases. Insurers should keep records of the 

measures put in place to ensure fairness/non-

discrimination where AI/ML systems are used. They 

may also need to develop relevant metrics for high-

impact customer engagements. 

Insurers must give meaningful explanations to 

enable customers to make informed decisions 

when interacting with AI/ML. Insurers should 

establish and document appropriate levels 

of human oversight and embed them in their 

governance systems. Sound data governance 

practices, ensuring accuracy, completeness, 

security, traceability, and auditability throughout 

the life cycle, should also be adopted. Finally, the 

AI/ML systems themselves should be robust and fit 

for purpose, produce stable and steady outputs, 

and be deployed in a secure IT environment. 

Banking
Bank lending activities could be directly impacted 

by the AIA proposals, since an AI system that is 

used to evaluate creditworthiness of individuals 

or to establish their credit score will be high-risk. 

Lenders who develop or adapt these systems 

in-house therefore face the prospect of being 

considered ‘providers’ rather than users, with the 

higher associated obligations. 

Providers of high-risk systems must ensure that the 

systems:

 • Have systematically updated risk management 

processes that are tested for fitness for purpose,

 • Use training, validation and testing data sets 

that comply with data quality and governance 

requirements,

 • Have detailed technical specifications available 

to users, logging capabilities, and permit 

adequate human oversight to be maintained.

Banks that are users of high-risk systems will have 

more limited obligations, mainly to use the system 

in accordance with technical instructions, monitor 

its operations and maintain logs. 

The AIA proposes that each member state should 

create a new national supervisory authority 

to monitor compliance with AIA requirements. 

However, the proposals seek to respect the current 

EU financial regulatory framework by recognising 

financial firms as a special case. 
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Systems used or provided by regulated financial 

firms will be monitored by their existing supervisors, 

not by the new AI authorities. Banks’ obligations 

as providers of high-risk systems must be 

integrated into their internal risk management 

and governance systems under the EU’s Capital 

Requirements Directive, thereby becoming subject 

to the supervisory oversight of the ECB and national 

banking regulators. 

A European Banking Authority (EBA) report on the 

use of Big Data and Advanced Analytics of January 

2020 indicates the likely expectations of EU banking 

supervisors when they come to exercise their 

monitoring responsibilities over banks’ deployment 

of AI/ML systems. The EBA expects firms wishing to 

use these technologies to pay close attention to:

 • Ethics

 • Explainability 

 • Interpretability 

 • Fairness and avoidance of bias 

 • Traceability and auditability 

 • Data protection 

 • Data quality

 • Security

 • Consumer protection

These themes are also found in EIOPA’s June 2021 

paper, while both EBA and EIOPA draw heavily on 

the EU High-Level Advisory Group’s “Principles for 

Trustworthy AI”, produced in April 2019. 

Not all potential use cases of AI/ML within banks 

are customer-facing. Flawed use in internal systems 

like capital models could have equally, if not more, 

severe consequences for firms. The EBA produced 

a November 2021 discussion paper on the use of AI/

ML for internal ratings-based (IRB) capital models 

as a first step in clarifying regulatory expectations 

in this area. The paper attempts to identify the 

challenges and opportunities that institutions may 

face when applying AI/ML technologies to their 

internal capital allocation process while at the 

same time ensuring compliance with EU rules on 

bank capital adequacy. 

Investments
The potential use of AI/ML in the investment 

management sector has generated significant 

comment, with the focus currently being on the 

possible uses of robo-advice. Robo-advisory 

systems must already be assessed against the 

current MiFID II regulatory framework and a system 

whose output can be considered “investment 

advice” may already trigger a requirement for 

MiFID authorisation. Similarly, a robo-advisory 

system that transmits instructions or automatically 

executes portfolio re-balancing based on AI/ML 

modelling could trigger a licensing requirement for 

discretionary portfolio management or receipt/

transmission/execution of orders, as appropriate. 

The MiFID II regime currently includes specific risk 

mitigation and organisational provisions for firms 

that engage in algorithmic and high-frequency 

trading. This has been a focus of regulatory 

attention in 2021. The Central Bank of Ireland 

published the outcome of a thematic review of 

algorithmic trading firms’ compliance with MiFID II 

RTS 6 in May 2021, finding some weaknesses to be 

addressed. The European Securities and Markets 

Authority (ESMA) later recommended some 

adjustments to the MiFID II regime in a report on 

algorithmic trading published in September 2021. 

Even though the investments sector is arguably 

the most advanced in its use of AI/ML to date, 

no specific sectoral guidance on AI/ML in the 

investments industry has yet been produced by the 

ESMA. Surprisingly, its work program for 2022 does 

not highlight any significant new projects in this 

area. However, developments at international level 

may make it inevitable that ESMA’s attention will 

soon turn in this direction. 
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International Association of Securities 

Commissioners (IOSCO), the global forum for 

regulation of the investments and markets sectors, 

produced its Guidelines on AI and ML in September 

2021. The IOSCO Guidelines recommend six 

measures to be considered by regulators in their 

supervision of the use of AI/ML by firms. Firms 

should be required to appoint senior individuals 

to oversee the development of systems and have 

documented the related internal governance 

arrangements with clearly assigned responsibilities. 

Deployment of algorithms should be subject 

to rigorous testing, including against expected 

regulatory outcomes. Firms should ensure that 

they have the requisite skills within their compliance 

and risk management functions to be able to 

challenge the AI/ML technology and its outcomes 

and to oversee its deployment. Agreements with 

third party service providers should be subject to 

strong outsourcing controls. Regulators should 

prescribe adequate transparency and disclosure 

to customers on the use of AI/ML. Finally, regulators 

should ensure that firms have proper controls 

over the quality of datasets to ensure unbiased 

outcomes. 

Conclusion
The direction of travel for regulatory oversight of  

AI/ML usage by financial firms is already clear, even 

if the details remain to be worked out. Financial 

firms must ensure that they have clear governance 

arrangements, assigned responsibilities, and 

senior management oversight of the development, 

testing and deployment of AI/ML systems. 

Regulators are concerned by the possibility of 

poor customer outcomes, biases, or discrimination 

due to either inadequate testing or poor dataset 

quality. Increased deployment of AI/ML also 

adds to mounting regulatory anxiety worldwide 

regarding the dependence of financial firms on a 

relatively small number of third-party outsourced 

service providers and thereby intensifies the need 

for outsourcing arrangements to be properly 

documented, managed, and overseen. 

Finally, regulators wish to see customer 

transparency regarding AI/ML deployment. This 

is to ensure that customers cannot claim that 

they misunderstood the technology’s role in the 

decision-making process. Firms should already 

begin to put structures in place to respect these 

broad regulatory objectives and, importantly for 

their future protection, to document every step of 

the journey. 

AI Review 2021
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Territorial Scope
In light of their digital nature, certain AI systems 

should fall within the scope of AIA even when they 

are neither placed on the market, nor put into 

service, nor used in the Union.1 

In order to avoid circumvention of the AIA and 

to ensure effective protection of those living in 

a Member State, the latest amendments to the 

draft text of the AIA proposed by the current EU 

Presidency (the “Compromise Text”) seek the 

expansion of its territorial scope. Another key  

point raised in the Compromise Text on scope,  

is that the AIA should not undermine research  

and development and should respect freedom  

of science. 

The text in bold and marked text are the suggested 

amendments to Article 2 (1) in the Compromise Text 

setting out to whom the Act is applicable:

(a) Providers placing on the market or putting 

into service AI systems in the EU, irrespective of 

whether those providers are physically present 

or established within the EU or in a third country

(b) Users of AI systems who are physically present 

or established located within the EU

The EU Commission published a proposal for a 

Regulation on Artificial Intelligence, now referred 

to as the EU draft Artificial Intelligence Act (the 

AIA). We provide background information on, 

how enforcement is dealt with in the AIA and the 

possible difficulties that will face Member States in 

trying to enforce compliance. 

Enforcing Bodies 
Under the current version of the text, Member 

States hold a key role in the enforcement of the 

regulation. It is proposed that each Member State 

should designate one or more national competent 

authorities for the purpose of supervising the 

application and implementation of the regulation. 

A national supervisory authority should be 

appointed to act as an official point of contact for 

the public and other relevant institutions within the 

state and Union. 

For certain specific infringements, Member States 

should consider the margins and criteria set out in 

the regulation. It is also proposed that the European 

Data Protection Supervisor should have the power 

to impose fines on Union institutions, agencies and 

bodies falling within the scope of this regulation.

Enforcement 
in the Artificial 
Intelligence Act 
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(c) Providers and users of AI systems that who are 

physically present or established in a third 

country, where the output produced by the 

system is used in the EU

(d)  Importers and distributors of AI systems

(e) Product manufacturers placing on the 

market or putting into service an AI system 

together with their product and under their 

own name or trademark

(f)  Authorised representatives of providers, 

which are established in the Union

Penalties 
Member States are tasked with setting out rules on 

penalties, including administrative fines, applicable 

to infringements. These penalties shall be “effective, 

proportionate, and dissuasive.” Notably the AIA pays 

due regard to the economic viability of SMEs and 

start-ups by requesting that Member States take 

into particular account the interests of small-scale 

providers, start-ups and their economic viability.

The AIA penalty threshold structure resembles the 

penalty structure set out in the GDPR. Administrative 

fines apply as follows:

I. Up to 30 000 000 EUR or, if the offender is 

a company, up to 6 % of its total worldwide 

annual turnover for the preceding financial 

year, whichever is higher for non-compliance 

with: 

 • The prohibition of the artificial intelligence 

practices laid down in Article 5

 • The AI system with the requirements 

laid down in Article 10 (data and data 

governance)

II. Up to 20 000 000 EUR or, if the offender is 

a company, up to 4 % of its total worldwide 

annual turnover for the preceding financial 

year, whichever is higher for non-compliance 

of AI systems with any other requirement under 

the AI Regulation, apart from Article 5 and 

Article 10

III. Up to 10 000 000 EUR or, if the offender is 

a company, up to 2 % of its total worldwide 

annual turnover for the preceding financial 

year, whichever is higher, for supplying 

incorrect, incomplete, or false information to 

notified bodies and national authorities

In line with the sliding scale of risks introduced 

by the AIA, the highest level fine will apply to 

prohibited systems, which are classified as 

unacceptable risk in the AIA, and for data 

governance breaches. 

Difficulties
According to the EU Commission White Paper 

published in February 2020, there are some specific 

features of AI, such as opacity, which will make 

enforcement of this regulation more difficult. 

The lack of transparency due to the opaqueness 

of AI makes it difficult to identify and prove possible 

breaches of laws, including legal provisions that 

protect fundamental rights, attribute liability and 

meet the conditions to claim compensation. 

Therefore, in order to ensure an effective 

application and enforcement, it may be necessary 

to adjust or clarify existing legislation in certain 

areas. The other challenge facing enforcing bodies 

is keeping up to speed with the market as artificial 

intelligence evolves. 

Conclusion 
The key point is that each Member State will be 

responsible for enforcing the AIA. The penalty 

structure is set on a sliding scale based on the 

risk system introduced by the AIA. The proposed 

text has yet to be adopted and may be modified 

further as it is considered by the European 

Parliament. The latest amendments proposed by 

the current EU Presidency are promising in it has 

recommended that the EU Commission would 

report regularly to the European Parliament on the 

need for changes to the list of AI techniques and 

high risk AI systems. 
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Pre-contractual Due 
Diligence
Customer parties should undertake due diligence 

on the technology itself, in addition to their normal 

pre-contract due diligence on the supplier. The 

customer’s aim is to have a clear understanding of 

what the AI system can deliver. In our experience, 

this is an iterative process. 

The provider should have a set of standard 

documents which set out the specifics of the AI 

offering. This material can, however, sometimes be 

hard for a non-expert to understand. The customer, 

therefore, needs to engage with the supplier in order 

to get down to the specifics on what the AI can 

deliver and how it achieves those deliverables. 

 

Transparency & 
Accountability 
Transparency in this complex area of technology is 

imperative for both parties. There can be a tendency 

to shy away from the technical complexity but the 

only way the customer will be able to establish what 

elements of the system are within the supplier’s 

control, and what elements are not, will be to 

open the “black box” and get a clear view of how 

the system works. The elements which are in the 

supplier’s control should be set out in the contract  

as things which the supplier is responsible for. 

There are many sources of risk and liability when 

using AI ranging from intellectual property rights, 

GDPR, the impending regulation, sector specific 

regulatory requirements and even equality 

legislation. Contracting for AI, however, is about 

voluntary risk allocation and the approach taken 

to this can vary widely. As contracting for AI is at a 

relatively early stage there is a degree of uncertainty 

on how to approach it. This is particularly the case 

when it comes to dealing with liability issues. 

Put simply, AI is software performing tasks typically 

associated with intelligence and acting with a 

degree of autonomy. There is therefore always an 

element of unpredictability in the outcome and 

output. Dealing with this unpredictability and 

understanding how to minimise it, is a key issue 

when considering liability allocation in a contract 

for the provision of AI driven services. 

Some suppliers may seek to take the approach 

that, due to the potential unpredictability of 

outcomes, they will not assume any liability arising 

from the AI. For the vast majority of customers this 

will simply not be good enough and will not be a 

basis on which they can contract. It is, therefore, 

in both the supplier’s and the customer’s interests 

to take a considered, informed and reasonable 

approach to liability allocation in an AI contract. 

The question then is, how do you do this? 

Contracting for AI
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This transparency issue is of particular importance 

when it comes to responsibility for, and therefore 

liability for, outputs. How are outputs arrived 

at and what element of that is in the supplier’s 

control? Suppliers may seek to avoid including any 

commitments on the outputs the AI will deliver. 

However, a customer who has a clear view of how 

those outputs are arrived at will be able to address 

such an approach in an informed manner. A well-

advised supplier should be able to explain and 

demonstrate the design and process used by the AI 

from the outset. This will aid customer engagement 

and help to build trust in the system. 

Once transparency is achieved the next linked step 

is accountability. The parties should consider:

 • Does the contract clearly specify the purpose of 

the AI? 

 • Is there an understandable specification and 

commitment on what will be delivered, including 

any key performance criteria to be applied?

 • Does the contract clearly set out what is within 

the supplier’s control and therefore what it is 

responsible for? 

 • Are there any customer dependencies and are 

these specified? 

 • Where have the datasets used to train the AI 

come from, who is responsible for them and 

what happens if the datasets are the root of a 

problem later? 

 • What intellectual property has gone into the 

development of the system and is the supplier 

standing over its right to use that intellectual 

property, usually in the form of an indemnity? 

 • Could any intellectual property be developed 

through the use of the AI? If so, who owns or has 

a licence to use that? 

 • How does the AI adapt and learn and how 

could this lead to a variance in outputs? 

 • What upgrades, updates and maintenance will 

the supplier be responsible for during the term 

of the contract? Will a failure to properly meet 

these obligations result in bad outcomes? 

 • What third parties are involved in the process, 

and who is responsible if something goes wrong 

due to those third parties? 

This granular approach will often be the key to 

understanding responsibilities and therefore 

allocating liability.

Testing, Reporting & Audit 
Testing of the AI at the start of the contract and 

on an ongoing basis will be critical. Such ongoing 

testing will serve to catch a problem early on and 

will thereby avoid a systemic issue developing. It will 

also give the customer visibility and will enable the 

customer to hold the supplier accountable, where 

necessary. 

Customers should ensure that suppliers are 

required to maintain records on the operation 

and testing of the AI and to make these records 

available on request. These reporting obligations 

should be backed up by audit rights for the 

customers. The aim of reporting and audit is to 

allow the customer to seek to manage its own risk 

arising from AI by being informed on a consistent 

basis, while also providing an accountable audit 

trail should an issue arise.

 

Your Liability Clause 
As with any IT contract, suppliers will seek to limit 

their liability via a limitation and exclusion of liability 

clause. This will be no different for AI contracts. The 

normal rules will apply, namely that the strength of 

the parties’ respective negotiating positions will be 

the key determinative factor in the drafting of any 

liability clause. The issue for customers is to ensure 

that the supplier is not seeking to exclude liability for 

matters which are actually in the supplier’s control, 

either in whole or in part, and which the supplier 

should therefore be held accountable for. 

The unique aspect of contracting for AI is dealing 

with liability arising from outcomes which are truly 

only in the control of the AI itself. However, in our 

experience when the customer undertakes proper 

due diligence and achieves transparency this, in 

many cases, turns out not to be a significant issue.
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Copyright & Machine 
Ownership
In our 2019 AI Overview we looked at whether 

machines could own copyright. Under Section 

2 of the Copyright and Related Rights Act 2000 

(CRRA), a “computer-generated” work is one that 

is generated by a computer in circumstances 

where the author of the work is not an individual. 

According to Section 21(f) of the CRRA, the author 

of this type of work is the person by whom the 

arrangements necessary for the creation of the 

work are undertaken. 

Unsurprisingly, responses received by the UKIPO 

from the creative industry have taken the view that 

copyright should prioritise human creativity over 

machine creativity:

The primary argument against protection was a 

utilitarian one – that machines do not need the same 

incentives or rewards to create as humans.  

What might take a human author weeks or months 

of skill and labour to create, might take a computer 

program a fraction of a second. But many also cited 

the inherent value that copyright places on human 

creativity. For example, the British Copyright Council 

said that granting copyright protection to machines 

would devalue the fundamental reason for copyright – 

“to protect human endeavour and spirit”.2

In the last quarter of 2021, the United Kingdom 

Intellectual Property Office (UKIPO) launched a 

consultation on Artificial Intelligence (AI), copyright 

and patents, seeking responses by 7 January 2022. 

The consultation, which follows a previous general 

consultation run by the office, asks a number of 

specific questions about AI and intellectual property 

(IP). For example, should there be patent protection 

for AI-devised inventions, and if so, how should they 

be protected? 

We look at whether an AI machine could own IP 

rights (IPRs) and the implications of this concept. 

Intellectual Property and 
Innovation: Why are IPRs 
Granted?
Before we look at the machine ownership query, 

we must consider why IPRs are granted. The grant 

of an IPR provides the owner with a monopoly 

right. For example, a patentee will have monopoly 

rights for a specific invention for the duration of the 

patent term. This monopoly right means that, for 

a limited period, the patentee can exclude persons 

from using the patent-protected invention. The 

purpose behind intellectual property protection is 

to encourage innovation, creativity, research and 

development. 

One of the concerns is that AI ownership may act as 

a barrier to human creativity and innovation.

AI, Intellectual Property 
& the Ownership 
Quandary
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AI Generated or Assisted 
Inventions
Section 9 of the Patents Acts 1992 (as amended) 

provides that patentable inventions must be new 

and involve an inventive step. Section 13 of the Act 

states that an invention shall be considered as 

involving an inventive step if, having regard to the 

state of the art, it is not obvious to a person skilled 

in the art. 

The multiple issues that arise from this requirement 

alone are set out in World Intellectual Property 

Organisation’s Draft Issues Paper on Intellectual 

Property Policy and Artificial Intelligence3 published  

in 2019 :

(i) In the context of AI inventions, what art does the 

standard refer to? Should the art be the field of 

technology of the product or service that emerges 

as the invention from the AI application? 

(ii) Should the standard of a person skilled in 

the art be maintained where the invention is 

autonomously generated by an AI application, 

or should consideration be given to replacing the 

person by an algorithm trained with data from a 

designated field of art?

(iii) What implications will having AI replacing a 

person skilled in the art have on the determination 

of the prior art base?

(iv) Should AI-generated content qualify as prior art?

The EPO Legal Board of 
Appeal decision on artificial 
intelligence system DABUS 
The European Patent Office (the EPO) confirmed 

that, under the European Patent Convention (EPC), 

an inventor designated in a patent application 

must be a human being.

The Legal Board of Appeal, on 21 December 2021, 

announced its decision to refuse an auxiliary 

request according to which, no person had been 

identified as inventor but merely a natural person 

was indicated to have “the right to the European 

Patent by virtue of being the owner and creator of”  

the artificial intelligence system DABUS. 

We are awaiting the written decision in cases J 8/20 

and J 9/20 which will be published shortly via the 

European Patent Register. However, in the Press 

Communiqué on decisions J 8/20 and J 9/20 of the 

Legal Board of Appeal, we are told the following:

The Receiving Section of the EPO refused both 

applications. In its decisions it considered the 

designation submitted by the applicant not to be 

consistent with Article 81 EPC for two reasons. Firstly, 

it concluded that only a human inventor could be an 

inventor within the meaning of the EPC. For this reason, 

designating a machine as the inventor did not comply 

with the requirements set out in Article 81 and Rule 19(1) 

EPC. Secondly, the Receiving Section was of the opinion 

that a machine could not transfer any rights to the 

applicant. The Receiving Section considered therefore 

that the statement that the applicant was successor in 

title because they owned the machine did not satisfy 

the requirements of Article 81 EPC in conjunction with 

Article 60(1) EPC.

Article 81 EPC requires that a European patent 

application shall include the designation of the 

inventor. Rule 19 (1), specifies that such designation 

shall indicate the family name, given names and full 

address of the inventor.

Balancing Act
IP rights exists to reward innovation, while 

continuing to promote human creativity and 

innovation. Policy makers should seek to balance 

these rights in future decisions. All eyes will be 

watching the UKIPO and the UK government with 

interest to see how it addresses the many potential 

difficult scenarios posed by the challenge of 

protecting AI.
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This requires an understanding of some of the 

unique challenges that AI can give rise to in the 

context of healthcare:

1.  Development

The Medical Device Regulation (MDR) requires 

software devices to be designed in a manner that 

ensures repeatability, reliability and performance 

in line with their intended use. However, these 

types of requirements are more easily satisfied 

when developing and programming conventional 

software algorithms as opposed to AI. This is 

because AI models are rarely programmed ‘line 

by line’. Instead, many AI applications, particularly 

in the field of machine learning, are trained and 

tested using large data sets. This approach makes 

them difficult to validate and verify using existing 

standards.

2.  Transparency 

A related challenge that is particularly significant 

for machine learning algorithms based on 

neural networks is the so called ‘black box’ issue. 

A sophisticated multilayer neural network will 

perform billions of calculations in order to arrive at 

a decision or result. This complexity makes it very 

difficult to trace or diagnose the source of incorrect 

results in a meaningful way. Unfortunately, this 

gives rise to further challenges in terms of validation 

and verification.

The European Commission published its Proposal 

for a Regulation on Artificial Intelligence (AI) in 

April of 2021. The Proposal set out plans for a 

comprehensive regulatory framework that has the 

potential to set a global standard for the regulation 

of AI. Although elements of this proposal address 

high-risk AI applications, which are directly relevant 

to the MedTech sector, it remains the case that no 

international guidance, common specifications 

and/or harmonised standards currently exist for the 

use of AI tools in medical devices. As the availability 

of medical devices that use sophisticated AI 

continues to increase however, regulators are 

developing new policies and guidance that can 

ensure that the power and promise of these new 

technologies can be harnessed and utilised safely 

and reliably.

Key Challenges for AI in 
Medical Devices
In an increasingly dynamic and innovative market 

for digital health solutions, the development and 

use of medical device software in healthcare has 

already served to challenge and disrupt existing 

regulatory frameworks.

In addition, regulators are now being called on 

to grapple with questions of how medical device 

software is to be regulated when AI algorithms also 

form a part of its programming.

AI in Medical Devices:  
Key Challenges &  
Global Responses 
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3.  Instability

A lack of clarity as to exactly how some AI 

algorithms, especially those in the field of machine 

learning, are processing input data in order to 

produce defined outcomes, has given rise to a 

growing awareness around ‘adversarial’ learning. 

This lack of clarity also gives rise to the potential for 

deceptive input to be introduced to an AI model 

with the intention of destabilising the model and 

causing it to generate incorrect outputs. This issue 

has been illustrated in several studies involving 

visual AI tools. The studies showed how distortions 

to images that are barely visible to the human eye 

can trigger major errors by the AI system being 

targeted by the adversarial attack. Although these 

types of challenges are particularly serious in terms 

of the safety and performance of medical devices, 

‘adversarial training’ techniques and ‘human-in-

the-loop’ mechanisms that protect algorithms 

are being developed to make AI algorithms more 

resilient to these types of vulnerabilities.

4.  Data Privacy 

AI systems deployed in a healthcare context, 

which engage in ‘automated processing’ of 

personal data, need to comply with the GDPR. 

This is specifically identified as an issue by the 

Medical Device Regulation (MDR). This compliance 

creates a number of challenges for manufacturers. 

For example, manufacturers need to provide 

patients with ‘meaningful information about 

the logic involved’ in any automated decision 

taken by an AI algorithm relating to their care. 

This can be challenging where these decisions 

rely on sophisticated and dynamic AI models. 

Manufacturers also need to ensure they have a 

lawful basis for processing, and where health data 

is being processed this often means obtaining 

informed consent. 

As the training of complex neural networks involves 

preparation of very large training/ testing sets of 

data and sophisticated and dynamic processing 

that may change over time, manufacturers will 

need to ensure they have identified and explained 

all the ways in which they want to use the data  

to the patient at the outset in order to rely on  

that consent.

5.  Data & Bias 

Many deep learning AI models are trained on very 

large data sets that must be carefully identified 

and painstakingly labelled before being used. 

Successfully ensuring the quality and integrity 

of this training data is maintained is a highly 

involved process. The time and cost involved in 

preparing these data sets, something that has 

traditionally been done by human processors, has 

an important relationship with the performance 

of the model. Apart from the integrity of this 

data, statistical distribution of data must also be 

carefully managed. Training AI with data that is 

not representative of the actual environment that 

the model is designed to operate in can also lead 

to results that will reflect the biases in the data. This 

in turn creates a potential problem that triggers 

moral and ethical questions as well as challenges 

affecting the safety and performance of AI as a 

medical device.

Emerging Guidance
Guidance specifically on AI has not yet been 

published by the EU Medical Device Coordination 

Group (MDCG). Guidance, however, for AI under 

the MDR/IVDR framework has been assigned to the 

Borderline & Classification (B&C) Working Group, 

but no timeline has been set out for delivery.

Regulators in various jurisdictions beyond the 

borders of the EU have also been developing 

proposals and guidance designed to tackle these 

emerging challenges over the last number of years, 

for example:

 • The South Korean Ministry of Food and Drug 

Safety (MFDS) has released multiple guidance 

documents related to software using AI, Big 

Data and Machine Learning. In June 2017, 

the MFDS also published the world’s first AI 

medical device permit and examination 

system and was elected as the first Chair of the 

International Medical Device Regulators Forum 

(IMDRF) Artificial Intelligence Medical Devices 

(AIMDs) working group in June 2020
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 • The US Food and Drug Administration 

(FDA) published a discussion paper in 2019 

entitled Proposed Regulatory Framework for 

Modifications to Artificial Intelligence/Machine 

Learning-Based Software as a Medical Device. 

The paper proposed a framework based on 

the internationally harmonised IMDRF risk 

categorisation principles for software medical 

devices, FDA’s benefit-risk framework, the 

organisation-based Total Product Life Cycle 

approach as envisioned in the FDA Digital 

Health Software Precertification Program, as 

well as practices from existing FDA premarket 

programs such as the 510(k), De Novo, and 

Premarket approval pathways. More recently, 

the FDA published its action plan on furthering 

AI in medical devices in January 2021

 • Most recently on 28 June 2021, the World 

Health Organization also published Ethics & 

Governance of Artificial Intelligence for Health 

which sets out six consensus ethical principles 

for the appropriate use of AI for health.

These documents serve as a useful starting point 

when moving to piece together an emerging 

international patchwork of regulatory guidance  

in this area.

Conclusion
Research and development of AI applications 

for the healthcare sector continues to gather 

pace internationally. In tandem, more and more 

medical devices incorporating AI are arriving to 

market. As a result, there is a pressing need for a 

coherent, consistent and ultimately harmonised 

approach to the regulation of these powerful yet 

poorly understood technologies. Work to develop 

the required regulatory guidance is well underway 

and interested stakeholders should actively 

monitor developments in the various regions and 

jurisdictions in which they operate in order to stay 

abreast of this continuously evolving regulatory 

landscape.

It is hoped that growing awareness around the 

risks and challenges presented by the use of AI in 

healthcare, as well as the policies being developed 

to manage those risks, can also continue to foster 

increased credibility and public trust in these 

technologies, which are set to shape the provision 

of healthcare for years to come.
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field, including by way of reliance on a set of rules. 

In the insurance sector, algorithmic underwriting is 

an example of ADM. In a legal context, ADM could 

be used for the purpose of sentencing, based on 

established guidelines and collated sentencing 

precedents.

Machine learning
Machine Learning is an AI subfield that processes 

large amounts of data very quickly using 

algorithms, to identify patterns and possible 

outcomes, based on probabilities. An example 

of this type of AI in a legal context would be 

ascertaining risk, e.g. in bail applications. 

Benefits
The benefits of using AI in legal practice would be 

to enhance the process and quality of decision 

making, and not to replace or reduce human input.  

In particular Courts that deal with a high volume 

of cases, which may have increased in the wake 

of COVID-19, could be assisted by analysing “the 

codeless myriad of precedent.” AI might be of limited 

use in criminal trials on indictment where citizens 

determine guilt or innocence in juries. However, 

there may be considerable scope for AI support  

in dealing with huge volumes of offences in the 

District Court. 

“If there is no coherent theory of vicarious liability, 

there can be no principled development of the law 

on that subject, no predictability and no means for a 

person, plaintiff or defendant, to form a proper view 

of his rights or liabilities. This would be a sad condition 

for any legal system to find itself in, seeming to justify 

Tennyson’s description of the English common law as 

“...the lawless science of our law – The codeless myriad 

of precedent, The wilderness of single instances.” 

O’Keeffe v Hickey [2009] 2 I.R. 302 at 334, Hardiman J 

quotes “Aylmers Field”, by Alfred Lord Tennyson.

Artificial Intelligence (AI) can enhance the many 

challenges faced in the legal process as identified 

by Hardiman and Tennyson and should be 

embraced, not feared. AI detects “patterns in data 

and using knowledge, rules, and information that have 

been specifically encoded by people into forms that 

can be processed by computers.”4 Its use in daily legal 

practice is no longer an emerging concept. AI tools 

complete mundane tasks in many firms and many 

forms. Voice recognition technology, e-billing and 

e-discovery are all common examples.

Automated decision 
making
Automated decision making (ADM) is a computer 

system or ‘expert system’ designed to simulate the 

decision-making ability of an expert in a particular 

Artificial Intelligence 
for Courts & Law 
Enforcement 
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Cases which involve significant volumes of 

information, or where decisions need to be 

made very quickly, are obvious candidates for AI 

assistance. An example of the latter might be an 

emergency injunction application, where the judge 

might have recourse to prediction technology to 

weigh the various considerations to be taken into 

account in determining such an application.

AI systems can be effective in identifying risk. In 

cases in which judges or law enforcement officials 

are dealing with possible risk of harm to others. 

Child protection cases, bail applications and 

sentencing hearings are just some instances where 

computer-generated risk assessments can highlight 

concerns that may not otherwise be apparent. 

Further considerations
Like all emerging technologies, the ethics of 

AI, and it’s use in the above context, requires 

consideration. A legal system designed to serve 

efficiencies and cost-effectiveness above all else 

could easily depart from the rule of law. Likewise, 

the question of ownership and oversight of AI 

systems used in court settings is not easily resolved. 

The prospect of privately-owned and maintained 

algorithms feeding into judicial decisions which 

carry significant consequences for citizens 

could be described at best as a departure from 

current norms. Transparency would also be a key 

component of any AI system. 

While algorithms can contain the biases of their 

developer, bias is a natural part of the human 

condition, from which judges and law enforcement 

officers are not immune.

Another consideration is the current absence 

of specific legislation in the area of automated 

decision-making. Article 22 of the General Data 

Protection Regulation 2016/679 (GDPR) states that 

a person has a “right not to be subject to a decision 

based solely on automated processing, including 

profiling, which produces legal effects concerning 

him or her or similarly significantly affects him or her” 

(emphasis added). This right can be overridden by 

national or EU law, so long as there are sufficient 

safeguarding measures in place. 

It is an unlikely proposition that even partially 

automated decision-making would be introduced 

without some class of consultation process with key 

stakeholders. Any national legislation in this area 

would also be subject to the scrutiny of national 

and European courts.  

All state agencies, including law enforcement 

and courts, are subject to budgetary constraints. 

AI tools designed for the benefit of these state 

actors will need to establish a very clear cost/

benefit advantage to market and ‘sell’ the product 

to the intended users. The extent to which the 

tools can be used in different markets will also be 

an important commercial factor. For example, 

would an algorithm need to be altered to consider 

geographical differences, and how easily could that 

change be affected?  

Conclusion
There is undoubtedly huge potential for growth 

in the legal AI field. As is the case with many 

innovative practices, there will be market leaders 

and followers. The challenge in Ireland is whether 

we will be leaders or followers in this area. It is worth 

observing the experiences of early adopters such as 

China, Pakistan, and Estonia.5  European Union law 

and policies will also be instrumental in paving a 

way forward for these types of AI technologies. 

To discuss any of the above in further detail, please 

contact Brian Horkan, Head of the Mason Hayes & 

Curran Health & Prosecutions team.
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Top 10  
Guidance for AI 2021

3 The European Commission, New Rules for Artificial Intelligence  

– Questions and Answers

2 The European Commission, Europe Fit for the Digital Age: Commission Proposes 

New Rules and Actions for Excellence and Trust in Artificial Intelligence 

9 Centre for Data Ethics and Innovation Blog (CDEI), the European Commission’s  

Artificial Intelligence Act Highlights the Need for an Effective AI Assurance Ecosystem 

4 The European Commission, Annual Report Lays out the  

Challenges of Protecting Fundamental Rights in the Digital Age 

5 European Institute of Public Administration,  

The Artificial Intelligence Act Proposal and its Implications for Member States 

6 Euractiv, EU Council Presidency  

Pitches Significant Changes to AI Act Proposal 

10 Politico, Europe Eyes Strict Rules for Artificial Intelligence 

1 The European Commission, legislative proposal for the regulation of artificial 

intelligence and revised co-ordinated plan on artificial intelligence (April 2021): 

•  Proposal for a Regulation Laying Down Harmonised Rules on Artificial Intelligence

•  Communication on Fostering a European approach to Artificial Intelligence

•  Coordinated Plan on Artificial Intelligence 2021 Review (Annexes to the  

Communication on Fostering a European Approach to Artificial Intelligence)
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7 Euractiv, EU Parliament, Countries Want More Innovation  

and Less Burden in AI Act

8 Compromise Text on the EU Draft Artificial Intelligence Act (the Act), as  

Part of a Progress Report on Discussions so far Regarding the Adoption of the Act 

https://ec.europa.eu/commission/presscorner/detail/en/QANDA_21_1683
https://ec.europa.eu/commission/presscorner/detail/en/IP_21_1682
https://cdei.blog.gov.uk/2021/05/11/the-european-commissions-artificial-intelligence-act-highlights-the-need-for-an-effective-ai-assurance-ecosystem/
https://ec.europa.eu/commission/presscorner/detail/es/ip_21_6699
https://www.eipa.eu/publications/briefing/the-artificial-intelligence-act-proposal-and-its-implications-for-member-states/
https://www.euractiv.com/section/digital/news/eu-council-presidency-pitches-significant-changes-to-ai-act-proposal/
https://www.politico.eu/article/europe-strict-rules-artificial-intelligence/
file:
https://eur-lex.europa.eu/legal-content/EN/TXT/?qid=1623335154975&uri=CELEX%3A52021PC0206
https://digital-strategy.ec.europa.eu/en/library/communication-fostering-european-approach-artificial-intelligence#:~:text=Communication%20on%20Fostering%20a%20European%20approach%20to%20Artificial,address%20challenges%20of%20AI%20in%20a%20future-proof%20manner.
https://digital-strategy.ec.europa.eu/en/library/coordinated-plan-artificial-intelligence-2021-review#:~:text=Coordinated%20Plan%20on%20Artificial%20Intelligence%202021%20Review%20The,Member%20States%20established%20during%20the%202018%20Coordinated%20Plan.
https://www.euractiv.com/section/digital/news/eu-parliament-countries-want-more-innovation-less-burden-in-ai-act/
https://www.statewatch.org/media/2962/eu-council-ai-act-compromise-text-14278-21.pdf


Artificial Neural Network: refers to a network of 

“neural” layers that are used to allow software 

to mimic the processes of the human brain. 

For example, when Google Images needs to 

tailor its search results to decide whether or not 

a dog is in an image, the neural network will 

consider, in nanoseconds, various elements and 

characteristics of the image, including for example, 

the arrangement of pixels, instances of light and 

shadow, notable shapes and even whether or not  

s/he will have pointy or floppy ears, before making 

a final decision. 

Autonomous Mode: refers to the capability of AI 

software to operate independently without direct 

human input. Examples of autonomous AI includes 

robots covering deep sea and space exploration, 

deep learning in medical diagnosis and of course, 

driverless cars. 

Big Data: refers to unique datasets which are so 

large or complex that traditional data processing 

applications are inadequate to deal with them. 

Examples include financial services using big data 

analytics software to detect suspicious transactions 

in the prevention of money laundering, or cutting-

edge meteorological models, like IBM Deep 

Thunder, forecasting weather patterns through 

high performance computing of big data.

Advanced Analytics: is the autonomous or semi-

autonomous examination of data or content. 

It is used to analyse data, make predictions, 

or generate recommendations. For example, 

advanced analytic techniques may include those 

such as data/text mining or machine learning. 

Artificial Intelligence (AI): broadly refers to the 

ability of computing technologies and software to 

simulate human cognition and learning. AI enables 

machines to perform tasks normally requiring 

human intelligence, allowing software to learn, 

reason, interact, and engage in sensory perception 

and understanding. While there is no universal 

definition, AI technologies have become ubiquitous 

in modern life – from Siri, to tailored Spotify or 

YouTube recommendations, to driverless cars. 

Algorithm: is an unambiguous set of mathematical 

rules to solve a class of problems which is the key to 

enabling AI software to problem-solve. For example, 

if you need to get from A to B on Google Maps, an 

algorithm exists within the software that will help 

you work out the fastest route taking into account 

things like congestion, etc.
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Black Box AI: is any AI system whose inputs and 

operations are not visible to the user.  

Blockchain: refers to a system of secure data 

storage in which digital transactions made using 

a cryptocurrency (e.g. Bitcoin) are stored as 

encrypted “blocks” of data in a secure linear “chain” 

which is maintained across several computers 

within a network. 

Chatbots: are “chat robots” that converse with 

human users through text or voice commands, 

commonly used by websites and online services to 

mimic human contact for customers. 

Deep Learning: refers to the ability of AI 

algorithmic software to recognise patterns within 

a neural network by extracting features from large 

datasets, thereby allowing it to closely resemble 

human intelligence. 

Internet of Things (IoT): refers generally to the 

interconnectivity of devices via the Internet which 

enables them to freely send and receive data 

between them, e.g. physical health sensors and 

activity trackers in the healthcare sphere. 

Machine Learning: refers to the processes by 

which machines and AI algorithmic software “learn” 

by example and/or teach themselves to recognise 

patterns or reach set goals without being explicitly 

programmed to do so.

 

Robotics: refers generally to the branch of 

scientific technology focused on the manufacture 

and design of “robots” which simulate human 

intelligence and actions. Think C-3PO, but bear in 

mind that robotic sentience is still a long-way off 

and most robotics in use today are focused on 

repetitive tasks such as welding and assembly.

 

Virtual Reality (VR): refers to technologies often 

using VR headsets which simulate physical, 

real-world environments by generating realistic 

images, sounds and other sensations resembling 

a user’s physical presence in a virtual or imaginary 

environment.
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