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would update the EU’s existing no-fault liability 

framework to account for the increasingly 

technologically complex nature of modern 

products. Of note to digital health stakeholders, 

standalone software would be brought within 

scope of this new regime and medical devices, 

as well as AI systems, are referred to at various 

parts throughout the text 

 • Further analysis for stakeholders in the sector is 

provided in our article covering an important 

decision of the Court of Justice of the European 

Union on the interpretation of the meaning of 

“sensitive information” and the restrictions on 

disclosure under the GDPR 

 • We also provide an overview of cybersecurity 

for digital health platforms and connected 

medical devices and review legislative changes 

taking place in the EU that have the potential 

to improve security standards and safety for 

patients. 

As we enter 2023, we cover these issues and much 

more with the aim of providing a useful reference 

for Digital Health stakeholders navigating an 

increasingly sophisticated EU regulatory landscape. 

We hope you enjoy the third edition of our Annual 

Digital Health Review. 

Even though 2022 has been a year of challenging 

economic and political conditions, digital health 

remains the fastest growing segment of the 

healthcare sector. Amidst a marked drop in digital 

health funding compared to 2021, and decreasing 

valuations across the wider technology sector, 

health systems continue to invest in technologies 

that will allow them to provide care to growing 

populations of patients with complex and 

changing needs. Meanwhile, the regulatory regime 

governing the sale and use of these technologies in 

the EU is continuing to transform. In this edition of 

our Annual Digital Health Review we cover various 

key legal developments from the last few months:

 • Since before the coming into effect of the 

Medical Device Regulation in May 2021, calls for 

an extension to Article 120 transition timelines 

have been steadily growing in order to avoid 

the possible removal of devices from the EU 

market. In response to mounting pressure, the 

EU Commission has now proposed a set of 

extensions to this transition period. We provide 

the background to this development and set out 

the consequences for business

 • We take a closer look at the planned changes 

contained in the proposal for a revised Product 

Liability Directive, a piece of legislation that 
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This important relief was due to expire on  

31 December 2022. However, Finance Act 2022, 

which was signed into law on 15 December 2022, 

extends the relief for a further four years, up to and 

including, accounting periods commencing before 

1 January 2027.

Under the Finance Act 2022, provision is made for 

the effective rate of tax for this regime to increase 

to 10%, in line with the implementation of the OECD 

Pillar Two agreement. This rate increase will come 

into effect by ministerial commencement order, 

once agreement is reached by the OECD/G20. 

Ireland’s KDB regime is more favourable than other 

countries, some of which are limited to patented 

inventions. The inclusion of copyrighted software 

in Ireland’s regime is particularly interesting for 

companies engaged in developing and using 

digital health technologies.

12.5% trading rate
Trading companies in Ireland are subject to 

corporation tax at 12.5%. This rate will remain 

unchanged for the vast majority of companies. 

However, it is expected to increase to 15% for 

companies with a global turnover more than 

€750m once agreement has been reached on the 

implementation of the OECD Pillar Two agreement, 

which has the aim of introducing a global minimum 

15% effective tax rate.

Ireland is a leading jurisdiction of choice for Life 

Sciences and Technology companies looking 

to establish a European base for their digital 

health products and services and for developing, 

managing and exploiting intellectual property 

rights globally. Businesses with the relevant 

substance and activities can benefit from:

 • Reduced knowledge development box (KDB) tax 

rate on profits from IP developed in Ireland and 

the EU/EEA

 • A 12.5% corporation tax rate on other trading 

income

 • Tax depreciation for intangible assets

 • Research and development credit

 • Relief for withholding taxes and credit for foreign 

taxes

 • Special tax relief for executives

Knowledge Development 
Box
Ireland has an OECD-approved KDB regime, 

which applies to research and development 

(R&D) operations carried on in Ireland and the 

EU. Income derived from R&D work leading to 

the development of IP assets including patented 

inventions, copyrighted software, and other rights 

related to medicinal products, and for certain small 

companies unregistered certified patent rights, is 

currently taxed a reduced rate of 6.25%. 

Key Tax Benefits for the 
Digital Health Sector 
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Research and development 
credit
Ireland offers a generous 25% tax credit for R&D 

expenditure carried on within Ireland and/or the 

EU/EEA. Expenditure for these purposes includes 

expenditure on plant, equipment, and buildings 

where R&D activities are carried on by the company 

in that building. Currently, the 25% tax credit can 

be utilised to reduce tax payable at the corporate 

level or to incentivise employees in a tax efficient 

manner. Finance Act 2022 implements changes 

relating to the payment of the R&D credit to align 

with requirements under the OECD Pillar Two rules. 

As a result, a company will be able to claim the R&D 

tax credit in three fixed instalments or offset the 

credit against other tax liabilities. Certain changes 

are designed to provide cashflow benefits for small 

R&D claims, including that the first €25,000 of any 

R&D credit can be claimed as a payable in the 

first year. Companies will also have the ability to 

claim pre-trading expenditure as a payable credit 

over a three-year period from when the company 

commences to trade. It is important to note that no 

changes are being made to the quantum of credit 

that a company may earn.

Tax depreciation for 
intangible assets
Tax depreciation is available for capital expenditure 

incurred on acquiring IP. This relief allows 

companies to invest in new technologies and/

or migrate existing IP to Ireland tax efficiently. It 

may be claimed on a broad range of qualifying 

intangibles, including:

 • Patents

 • Trademarks

 • Brands

 • Know-how

 • Trade secrets, and

 • Secret processes

Write-offs may be claimed at a rate in line with the 

accounting treatment or at a rate of 7% for years 1 

to 14 and 2% in year 15. The relief for any one year, in 

aggregate with any interest expense, is capped at 

80% of the trading related income and the balance is 

carried forward against future profits.

Special tax relief for 
employees
Ireland offers special tax relief known as ‘Special 

Assignee Relief Program’ (SARP), for employees 

seconded to work in Ireland for a minimum period 

of 12 consecutive months. SARP is available for up to 

5 years. The relief reduces the amount of income tax 

payable by qualifying employees by 30% above a 

set income level. Finance Act 2022 extends this relief 

until the end of 2025, which is welcome. However, the 

set income level at which the relief will be available is 

being increased from €75,000 to €100,000.

Conclusion
Ireland has a very favourable tax regime for 

companies engaged in managing, developing and 

exploiting IP and advanced technologies in the 

digital health sector. It also offers an excellent regime 

and supports for carrying out R&D activities and 

an attractive system for rewarding key employees 

engaged in those developments and seconded 

to work here. The extension of these important 

reliefs in Finance Act 2022 are positive for the digital 

health sector. These measures should facilitate 

the expansion and establishment of digital health 

companies in Ireland in the coming years. 
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Revised device classification rules contained in the 

IVDR have led to a surge in demand for conformity 

assessment services provided by notified bodies. 

Under the IVDD, approximately 20% of IVDs 

required conformity assessment in order to be 

legally placed on the EU market. Under the IVDR, 

that figure has shifted closer to 80%. Meanwhile, 

enhanced accreditation requirements that notified 

bodies must meet in order to be able to provide 

these services have resulted in a significant drop in 

notified body capacity, with only 8 notified bodies 

accredited under the IVDR at the time of writing. 

Although the IVDR provides for a transitional period 

to allow manufacturers to transition their portfolios 

to the IVDR, notified body capacity has become 

a pressing structural obstacle for industry. With 

an EU Commission proposal for the extension of 

similar periods provided for in the Medical Device 

Regulation (MDR) having recently been tabled in 

response to similar challenges in the medical device 

sector, calls for similar arrangements in respect of 

IVDs are expected to grow throughout 2023. 

Read More: The IVDR – What Now?

Although 2022 has made for a challenging year 

both macro-economically and politically, the EU 

digital health market has continued to mature 

as the demand for healthcare increases and the 

value offered by digital technologies gains greater 

recognition and acceptance amongst the clinical 

community and the public. We take time to reflect 

on three key developments in the sector over the 

last year, two emerging areas to keep an eye on, 

and one key insight for 2023.

Three important 
developments in 2022
1. Coming into effect of the IVDR
On 26 May 2022, the In-Vitro Diagnostic Regulation 

(IVDR) became fully applicable in the EU. The IVDR 

overhauls the previous regulatory regime in respect 

of in-vitro diagnostic devices (IVDs) provided for 

by the now repealed IVD Directive (IVDD) and 

represents a seismic shift for manufacturers with 

devices on the market in the EU. 

Sector 3-2-1:  
Digital Health 
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2. Publication of proposals for a revised 
Product Liability Directive and a draft 
Artificial Intelligence Liability Directive 
The Product Liability Directive (PLD) has been in 

place for nearly 40 years and has provided an 

effective compensation mechanism for damage 

caused by defective products, but technological 

advances have led to the creation of a new 

generation of products that challenge some of its 

core rules and concepts. The proposal for a revised 

PLD seeks to address these challenges and provide 

the EU with a product liability regime fit to deal with 

the 21st century product landscape.

At the same time, AI adoption continues to 

accelerate across the EU. However, civil liability rules 

in respect of damage that caused by AI systems 

are also underdeveloped. A proposal for an EU 

Artificial Intelligence Liability Directive aims to 

complement the revised Product Liability Directive 

by harmonising certain aspects of fault-based civil 

liability frameworks as they apply to AI systems. 

Read More: 

The Proposal for a Revised EU Product Liability 

Directive 

Regulatory Snapshot: the EU AI Liability Directive 

3. Extension of MDR transition 
deadlines 
With a surge in demand and limited notified body 

capacity, calls for an extension to the transition 

period provided for in Article 120 of the MDR have 

been growing steadily throughout 2022. To relieve 

pressure on both manufacturers and notified 

bodies with the ultimate aim of avoiding essential 

medical devices being taken off the EU market, the 

European Commission has now proposed a set of 

extensions to the transitional period. 

Read More:

Regulatory Snapshot: MDR transition timelines  

to be extended 

Two important 
developments for 2023
1. Continued growth in the adoption of 
telemedicine and telehealth tools
Throughout 2022, and despite a general downturn 

in digital health funding and valuations, we 

have witnessed continued growth and activity 

in this area. We expect this trend to continue 

throughout 2023 as adoption amongst national 

health services and insurers accelerates, and the 

safety and value of remote care continues to be 

demonstrated, especially for certain groups such 

as elderly patients and those suffering from chronic 

conditions. Laws and regulations governing the 

provision of telemedicine services differ across 

EU Member States and can involve overlapping 

regulatory issues regarding dispensing and 

delivering medications for instance. However, these 

business models are here to stay and pressure for 

regulatory certainty and harmonisation amongst 

stakeholders operating in this area is expected  

to increase. 

2. Continued growth in the use of 
wearables
We expect to see continued growth in the use 

of wearable devices to provide healthcare for a 

number of reasons. Firstly, wearable devices have 

an important role to play in the transition to more 

proactive and prophylactic models of healthcare 

by leveraging individuals’ health data to facilitate 

healthier behaviours and earlier pre-hospital 

healthcare interventions. Secondly, by providing 

a direct link to the individual patient in real time, 

wearable devices will be at the heart of a coming 

AI revolution in healthcare that has the potential to 

radically improve patients’ lives. Finally, wearable 

devices are also a clearly visible and readily 

available platform for ongoing collaborations 

and partnerships between the healthcare and 

technology sectors. In 2023, we anticipate an 

increase in high profile partnerships between 

manufacturers of consumer-oriented wearable 

devices and developers of medical device software 

and digital health platforms. 
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One key takeaway
AI in Healthcare
With the final wording of a text of an EU Artificial 

Intelligence Act drawing closer to agreement and 

adoption, and the recent publication of a draft 

AI Liability Directive, 2023 has the potential to be 

a pivotal year for the regulation of AI across the 

EU and globally. This is particularly relevant for 

digital health businesses, given that the focus of 

this new EU regime is undoubtedly on those AI 

systems which are ‘high-risk’, a category that is 

expected to include AI systems that are products, 

or are intended for use as safety components of 

products, covered by the MDR and the IVDR. The 

adoption of an AI Act has the potential to present a 

series of new challenges for the digital health sector 

given the possible requirement to demonstrate 

compliance with a complex regulatory framework 

that would sit alongside that provided for by the 

MDR and the IVDR. As suggested in our previous 

article, stakeholders can prepare by:

 • Identifying and reviewing the AI systems that 

they currently use to assess how they may be 

regulated under the incoming AI regulatory 

regime

 • Considering how existing regulatory functions 

and compliance systems can be modified to 

accommodate new AI requirements

 • Where necessary, beginning to plan and 

develop possible new AI compliance strategies 

and systems using the general framework laid 

out in the Proposal

Read More: Regulating AI in the EU – What’s New
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whether the information was capable of revealing 

sensitive information, here sexual orientation, 

whether directly or indirectly. As the Lithuanian 

court had found “it is possible to deduce from the 

name-specific data relating to the spouse, cohabitee 

or partner of the declarant certain information 

concerning the sex life or sexual orientation”, the CJEU 

held that this was enough to trigger Article 9. It was 

irrelevant that the information was not inherently 

sensitive nor that the public authority disclosing 

the information had no intention to deduce an 

individual’s sexual orientation. The fact it was 

possible was sufficient.

The CJEU relied heavily on the underlying objective of 

Article 9 GDPR to ensure a high level of protection for 

this type of data and said a narrower interpretation 

would deprive individuals of such protection. 

Analysis
A challenge with the judgment is the fairly limited 

analysis on the scope of Article 9(1) GDPR. The law 

itself was deemed to be highly intrusive and, on the 

facts, one can see how the disclosed information 

could be problematic and an inference could 

be drawn about the public individual’s sexual 

orientation. However, the reasoning in the judgment 

means that Article 9(1) GDPR applies to a controller’s 

processing of data where it is possible a third 

party could subsequently draw an inference about 

A recent CJEU judgment1 means that organisations 

may be processing far more sensitive or “special 

category” data than previously thought. We look 

at the implications of this important judgment and 

how organisations should be responding. 

Background
The case involved a Lithuanian law that required 

individuals working in the public service to make 

several declarations as to their private interests. This 

included listing details of the individual’s spouse, 

partner or cohabitee including name, which were 

then published online in a publicly accessible 

register.

One individual refused to comply with the law and 

challenged its compatibility with EU law. In referring 

questions to the CJEU on the law, the Lithuanian 

court sought guidance on whether the disclosure 

of the name of an individual’s spouse, partner 

or cohabitee was subject to Article 9(1) GDPR 

restrictions. Article 9(1) GDPR prohibits the processing 

of various categories of sensitive data, such as data 

concerning sexual orientation, unless one of the 

limited number of exemptions under Article 9(2) 

GDPR applies. 

Judgment
The CJEU held that disclosing the name of an 

individual’s spouse, partner or cohabitee triggered 

Article 9 GDPR. It said the appropriate test was 

How Much Sensitive Data 
Are You Processing? 
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a sensitive characteristic from that data being 

processed and other data available to the third 

party. As the Advocate General opined: “[s]uch an 

approach is, admittedly, not unproblematic”.

The CJEU is pushing for a very expansive 

interpretation of sensitive data in the same way it 

expanded the definition of personal data over the 

last decade by relying on the concept of indirect 

identification. Notably, the CJEU seems to go beyond 

the position of the EDPB in Guidelines 3/2019 on 

processing of personal data through video devices.2 

These guidelines had distinguished between a 

hospital using CCTV which would invariably record 

footage of individuals with health issues and the 

use of CCTV used in the treatment of a patient. The 

EDPB said only the latter would be subject to Article 

9 GDPR because in that case the controller was 

processing video footage to deduce information 

about a sensitive issue. 

Impact
Organisations now need to carefully assess whether 

they are processing more sensitive data than 

they previously thought. In many cases, there is a 

real risk they will be. For most organisations, this 

means more risk and difficult decisions to make. 

For example, processing of sensitive data without 

an Article 9(2) GDPR exemption is a very serious 

infringement. For most organisations the only 

available derogation is explicit consent which is 

either impractical or impossible to obtain.

Organisations now need to carefully assess the 

processing they engage in for risks that Article 9 

GDPR could be triggered. As the Advocate General 

stated: “the determination of the purposes but 

especially of the means of the processing will have to be 

subject to a particularly attentive evaluation including 

the potential processing of sensitive data”.

In practical terms, organisations should consider the 

following issues:

 • Is it possible that someone could infer or 

deduce something about someone’s sensitive 

characteristics based on the information being 

processed?

 • If this risk presents, how can that risk be reduced 

in practice:

1. Ensure the collection and processing of data 

is limited to what is strictly necessary. Do you 

really need to collect each data point or are 

there alternatives?

2. Implement policies that reduce risks of 

sensitive information being identified. For 

example, imposing strict retention and 

deletion periods, preventing the re-use 

of data for additional purposes or the 

combination of data with third party  

data sources

3. Limit disclosure of data to what is strictly 

necessary. The publication of information to 

the public or a wide group increases the risks 

of Article 9 GDPR being engaged and was a 

major factor in this case

4. Consider if any de-identification or 

pseudonymisation measures can be applied 

to the data either at the time of collection or 

disclosure

 • Keep a record of decisions made on borderline 

cases where a view was taken Article 9 GDPR was 

not engaged and the reasons for that 

What next?
This will not be the last judgment of the CJEU on 

sensitive data. However, those hoping the next 

judgment will be more pragmatic and allow 

organisations to impose reasonable limits on Article 

9(1) GDPR may be disappointed. The Advocate 

General in the Meta Platforms v Bundeskartellamt3 

case has taken a similarly broad view of when Article 

9(1) GDPR applies. As such, organisations should 

expect this expansive interpretation to prevail.

It remains to be seen how supervisory authorities 

and the EDPB will react to the judgment and 

whether we will see any guidance issued or these 

standards enforced in practice. The net impact for 

organisations however is that there is yet another 

risk assessment that needs to be carried out before 

engaging in processing and risk mitigations.
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Introduction
In Ireland, consent from participants to a clinical 

trial is required under clinical trial specific legislation 

and data protection legislation. In this article, 

we summarise the requirements to obtain valid 

consent under both legislative regimes. 

Clinical trial legislation
In the context of clinical trials, consent is referred 

to as ‘informed consent’ and is a prerequisite for 

enrolling any subject in a clinical trial. It is more 

than a box ticking exercise and is intended to 

aid a subject, make an ‘enlightened’ decision on 

participating in a clinical trial.4

Informed consent is required to be obtained from 

subjects and submitted as part of the application 

process for clinical trial approval. 

4. “Clinical Trials Regulation: Informed Consent and Information to   
 Patients”, European Patients Forum, 26th May 2016.

5. The CTR is given effect in Irish law by two statutory instruments,  
 namely SI 99/2022 European Union (Clinical Trials on Medicinal   
 Products for Human Use) (Principal) Regulations 2022 and SI 41/2022   
 European Union (Clinical Trials on Medicinal Products for Human Use)  
 (National Research Ethics Committees) Regulations 2022.

6. Local research Ethics Committees are a network of research ethics  
 committees (RECs) across the country and are responsible for  
 reviewing and providing ethics approval for health research  
 applications in different settings. Some RECs are part of a particular  
 organisation, such as a hospital or a university, while others have a  
 regional remit. https://www.nrecoffice.ie/engagement/ 
 local‑research‑ethics‑committees/

Clinical Trial Consent in 
Ireland – Snapshot of Legal 
Requirements 
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Application for approval
Clinical trials in Ireland are now subject to the new 

EU Regulation, the EU Clinical Trial Regulation 

No 536/2014 (CTR), which came into force on 31 

January 2022.5 The CTR repealed the EU Clinical 

Trial Directive 2001/20/EC (CTD). However, due to 

transitional provisions, new approval applications 

may still be submitted under the CTD until 31 

January 2023. 

Currently, therefore, there are two avenues for 

approval under clinical trial legislation: 

 • Under the CTD, applicants must apply 

separately to both the Health Products 

Regulatory Authority (HPRA) and a Local 

Research Ethics Committee (REC) to seek clinical 

trial approval.6

 • The CTR aims to reduce the administrative 

burdens, costs and delays to stakeholders 

that can occur when applying for clinical trial 

approval under the CTD. Therefore, under the 

CTR, applicants are now only required to make 

a single application for clinical trial approval 

through a new EU-wide submission portal called 

the Clinical Trial Information System (CTIS). 

All applications for clinical trials in Ireland received 

under the CTR through the CTIS will be assessed 

and validated by the new National Research 

Ethics Committee for Clinical Trials (NREC-CT), 

which was established by the National Office for 

Research Ethics Committees (National Office) in 

March 2020 to reform, simplify and modernise the 

Lisa Joyce
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research ethics committee framework in Ireland.7 

As part of its assessment, the NREC-CT evaluates 

aspects of how the trial is conducted, which will 

include recruitment, reward and compensation 

of subjects, suitability of investigators and trial 

sites, and damage compensation. It also includes 

consideration of the informed consent  

of participants.

Informed consent
As noted above, evidence of informed consent must 

be submitted as part of an application for clinical 

trial approval. 

The CTR enhances the requirements around 

informed consent under the CTD and brings 

improved protection for subjects participating in 

clinical trials.8 The CTR establishes clearer guidelines 

governing the process for gathering participants’ 

informed consent, including those who are unable 

to provide consent, such as minors and those with 

disabilities.

Article 2(2)(21) of the CTR defines ‘informed consent’ 

as:

“a subject’s free and voluntary expression of his or 

her willingness to participate in a particular clinical 

trial, after having been informed of all aspects of the 

clinical trial that are relevant to the subject’s decision to 

participate or, in case of minors and of incapacitated 

subjects, an authorisation or agreement from their 

legally designated representative to include them in 

the clinical trial”.

Chapter V of the CTR specifies how informed 

consent should be obtained and documented:

 • Information given to a subject (or their legally 

designated representative where they cannot 

provide informed consent) for the purpose of 

obtaining informed consent must be prepared 

in writing and be available to the subject or their 

legally designated representative. It must also 

be provided in a prior interview by a member of 

the investigation team.

 • Informed consent must be written, dated and 

signed by the person performing the interview 

and by the subject or their legally designated 

representative. 

 • Where the subject is unable to write, consent 

may be given and recorded through 

“appropriate alternative means” in the presence 

of at least one impartial witness, who must sign 

and date the informed consent document. 

 • The subject, or their legally designated 

representative, must be given a copy of the 

document or record.

 • For incapacitated subjects who are incapable 

of giving informed consent, this must instead 

be provided via their legally designated 

representative. Where that is the case, the legally 

designated representative has the same rights 

as the clinical trial subject and certain additional 

conditions relating to that consent must also be 

fulfilled, such as those under Article 31 of the CTR.

 • For clinical trials involving minor subjects, Article 

32 of the CTR specifies the additional conditions 

that must be met, including obtaining the 

informed consent of the minor’s legally 

designated representative and ensuring that 

the minor participates in the informed consent 

procedure in a way adapted to his or her age 

and mental maturity.

Data protection legislation
Explicit consent to process personal 
data in clinical trial context
Separate to the requirements under the CTD or CTR 

to obtain informed consent, if you process personal 

data in the context of “health research” under the 

“Health Research Regulations”,9 a data controller is 

required to obtain the explicit consent of the data 

subject (Regulation 3(1)(e)). 
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8. The consent provisions in the CTD had been seen as being interpreted  
 unevenly across Member States. Legal Aspects of Informed Consent  
 in Clinical Research: The Case of Vaccinations in the International  
 Legal Framework Ferro, Valeria, BioLaw Journal, 11th June 2019.

9. Data Protection Act 2018 (Section 36(2)) (Health Research) Regulations  
 2018, as amended by the Data Protection Act 2018 (Section 36(2))  
 (Health Research) (Amendment) Regulations 2021

https://www.irishstatutebook.ie/eli/2018/si/314/made/en/pdf
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10. Guidance on Explicit Consent: Amendment to the Health Research  
 Regulations – January 2021, available on Gov.ie

“Health research” is defined to include the 

processing of any personal data related to clinical 

trials for health research purposes (and guidance 

suggests this includes processing of personal data 

in the context of clinical trials for medicinal products 

(“Do the Health Research Regulations 2018 apply 

to clinical trials of medicinal products?”)). The 

requirement to obtain explicit consent under the 

Health Research Regulations is generally interpreted 

as an additional safeguard to a data controller’s 

obligation to rely on a legal basis to process 

personal data under Article 6 GDPR or Article 9 GDPR 

(with respect to special category data), which may 

also be consent based. 

The requirement to obtain explicit consent can be 

dispensed with by applying to the Health Research 

Consent Declaration Committee (the statutory body 

established under the Health Research Regulations) 

and demonstrating that the public interest in 

carrying out the research significantly outweighs the 

public interest in requiring the explicit consent of the 

data subject(s) (Regulation 5). 

The Health Research Regulations also introduce 

a concept of “deferred consent” for exceptional 

circumstances where an individual is unable to give 

consent because they are physically or mentally 

incapacitated.

Informational requirements for 
obtaining valid explicit consent
In terms of the requirements for obtaining valid 

explicit consent, the Health Research Regulations 

set out certain governance and other requirements 

that must be satisfied, but do not set out specific 

requirements as regards the information that 

must be provided to data subjects beyond what is 

required under GDPR. Under GDPR, consent must 

be “freely given, specific, informed and unambiguous 

indication of the data subject’s wishes by which he or 

she, by a statement or by a clear affirmative action, 

signifies agreement to the processing of personal data 

relating to him or her”.

Controllers must retain a copy of the consent 

and also provide data subjects with a copy of the 

consent. The consent must also be obtained “in 

accordance with international best practice on the 

ethical conduct of health research (which includes 

informed consent, transparency and independent 

ethical oversight)” (Regulation 3). Guidance10 on 

the Health Research Regulations states that best 

practice advocates for informed consent that:

“(i)  identifies the scope of the specified research, 

(ii)  provides information, in a timely manner, in an 

intelligible and easily accessible form, using clear 

and plain language, 

(iii)  gives choices to individuals in terms of the areas 

of research that they want their information to be 

used in and third parties that they are willing to 

have their information shared or not shared with, 

(iv)  allows the withdrawal of consent in a convenient 

way and where that is not possible explains the 

limits of withdrawal, 

(v)  is documented by the controller in written, 

electronic or other format with a copy of the record 

of consent provided to the individual.”

In addition, the Irish Department of Health 

has published guidelines on the informational 

requirements that it regards as necessary to 

obtain valid consent (“HSE Consent Guidelines”). 

These guidelines arguably go further than the 

transparency requirements under the GDPR,  

but are not legally binding. 

Conclusion
There are multiple legal requirements in Ireland 

for obtaining consent for clinical trials, all of which 

must be complied with. These can be difficult to 

navigate and require careful consideration of the 

underlying legislation and applicable guidance. Our 

Life Sciences & Product Regulatory and Data Privacy 

teams in Mason Hayes & Curran regularly advise on 

these and other pitfalls to avoid. 
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Risks
Although the idea that bad actors can hijack 

medical devices sounds like a science fiction plot, 

breaches of medical IT systems have happened, 

and they have been occurring with increasing 

frequency:

 • French hospital serving 600,000 patients suffers 

ransomware attack (August 2022)

 • UK’s National Health Service ransomware attack 

(August 2022)

 • Irish Health Service Executive (HSE) suffers large 

scale ransomware attack (May 2021)

 • Finnish mental health facility suffers data breach 

and users extorted (October 2020)

There have not yet been any incidents of medical 

devices themselves being hacked. However, in 

March 2019 the US Food and Drug Administration 

(FDA) warned that medical devices such as 

implantable heart defibrillators and home 

monitoring systems were vulnerable to attack. 

More recently in 2022, the FBI “identified an  

increasing number of vulnerabilities posed by 

unpatched medical devices that run on outdated 

software and devices that lack adequate security 

features. Cyber threat actors exploiting medical 

device vulnerabilities adversely impact healthcare 

facilities’ operational functions, patient safety, data 

confidentiality, and data integrity”. 

Introduction
Across the digital health sphere, connected medical 

devices allow patients to leave hospital sooner 

and provide remote monitoring features which 

can be powerful tools for healthcare professionals. 

This is highly beneficial to patients who can often 

continue treatment in their own home and can cut 

costs for healthcare providers seeking to conserve 

crucial resources. Appropriate collection of patient 

data may even aid care elsewhere, improving 

outcomes as a result. Connectedness can bring a 

third dimension of functionality to digital health, 

but new risks appear as care has moved out of 

the secure space of the hospital and into the wider 

environment. 

As healthcare embraces this approach globally, 

it makes sense to understand the risks which are 

associated. In this article we give an overview 

of cybersecurity risks that stakeholders should 

consider for digital health and medical devices, and 

we assess the regulatory frameworks currently in 

place in the EU and others due to come onstream.  

 

Cybersecurity for Digital  
Health in the EU 
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The FBI stated that medical device vulnerabilities 

are caused by hardware design and device 

software management. According to the FBI, 

vulnerable devices can be taken over by malicious 

hackers, device readings can be changed, 

overdoses delivered or can otherwise be used 

to endanger patient health. The devices most 

susceptible to attack are: 

 • Intracardiac defibrillators

 • Mobile cardiac telemetry

 • Insulin pumps 

 • Intrathecal pain pumps, and 

 • Pacemakers 

This threat is not entirely new of course. Back in 

2007, Estonia, an early adopter of digitalisation 

of its public services including telehealth, suffered 

a crippling cyber-attack which shut down its 

entire government system, severely impacting its 

telehealth operations. 

In Ireland, the need for cybersecurity in healthcare 

became acutely apparent in May 2021 when the 

HSE suffered a major cyber-attack conducted by a 

criminal gang using “Conti” ransomware. Taking 

place at a critical point in the nation’s COVID-19 

pandemic response, the cyber-attack affected 

80% of the HSE’s IT infrastructure, encrypting 

critical services and patient records, as well as 

causing severe disruption in the form of cancelled 

outpatient appointments. Diagnostic and 

laboratory services were also heavily impacted. 

The shockwaves were also felt far beyond hospital 

campuses as information flows between medical 

devices and the HSE were shut down as part of 

the attack. In a post-attack review carried out by 

PwC, it was noted that while there was no attempt 

to infiltrate individual medical devices, it was 

technologically possible, and that infiltration of 

this kind presents a significant risk for the future. 

Amongst many recommendations arising from the 

attack, the HSE was advised to define a minimum-

security standard for the networking of medical 

devices. 

The Medical Device 
Regulation
Medical devices are regulated by sector specific 

legislation in the form of the Medical Device 

Regulation EU 2017/745 (MDR). Although the MDR 

does not use the term cybersecurity, medical 

devices must satisfy the General Safety and 

Performance Requirements (GPSR) set out in 

Annex I of the Regulation. The Medical Devices 

Coordination Group (MDCG) has elaborated in  

its guidance document on cybersecurity (MDCG 

2019-6) and notes that the MDR:

“…lays down certain new essential safety requirements 

for all medical devices that incorporate electronic 

programmable systems and software that are medical 

devices in themselves. They require manufacturers 

to develop and manufacture their products in 

accordance with the state of the art taking into 

account the principles of risk management, including 

information security, as well as to set out minimum 

requirements concerning IT security measures, 

including protection against unauthorised access”. 

The GPSR may enhance cybersecurity for medical 

devices, and the MDGG guidance aids stakeholders 

to a degree.  However, on the implementation of 

measures, the MDCG’s approach has been said 

to lack specificity on what is required and, as 

guidance, it is non-binding. 

Standards can also play an important role in 

assisting manufacturers in meeting the essential 

health, safety and performance requirements 

set out in applicable EU legislation such as the 

MDR. For example, ISO 14971:2019 “Medical devices 

— Application of risk management to medical 

devices” became a harmonised standard under 

the MDR in May 2021 and provides further detail for 

manufacturers on how to demonstrate compliance 

with the requirements contained in Annex I. 
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Alongside the software life-cycle standard IEC 

62304 “Medical device software – Software life 

cycle processes”, the recently published IEC 81001-

5-1 “Health software and health IT systems safety, 

effectiveness and security – Part 5-1: Security – 

Activities in the product life cycle” (expected to be 

recognised by the EU Commission by May 2024) 

also directly addresses the relationship between 

healthcare organisations and medical device 

manufacturers and gives detailed guidance to 

manufacturers on how to ensure appropriate 

cybersecurity in healthcare IT systems. 

 

The Network and 
Information Security 
Directive
In 2018, the Network and Information Security (NIS) 

Directive was implemented in Member States, which 

harmonized national cybersecurity capabilities, 

cross-border collaboration and the supervision of 

critical sectors across the EU. Member States must:

 • Be prepared by establishment of a Computer 

Security Incident Response Team (CSIRT) and a 

competent national NIS authority

 • Engage in cooperation with other Member 

States on cybersecurity issues

 • Develop a culture of security across sectors 

which are critical to infrastructure such as 

financial services, energy, transport and 

healthcare etc.

The NIS 2 Directive
Although the NIS Directive was seen as a good 

starting point, some argued it was inconsistently 

applied across Member States resulting in divergent 

security and incident notification strategies. 

Under Article 23 of the NIS Directive, the European 

Commission conducted a review of the NIS Directive 

and developed a proposal for a revised directive 

“because of the increasing degree of digitalisation 

and interconnectedness of our society and the rising 

number of cyber malicious activities at global level”. 

The NIS 2 Directive:

 • Covers more sectors that are critical for the 

economy and society

 • Expressly covers “the healthcare sector, 

for example by including medical device 

manufacturers, given the increasing security 

threats that arose during the COVID-19 pandemic”

 • Addresses security of supply chains

 •  Imposes accountability upon top management 

for cybersecurity non-compliances

The NIS 2 Directive also broadens the scope of what 

healthcare entities should be protected, including 

laboratories, R&D and manufacturing activities 

for medicinal products as well as manufacturers 

of medical devices delivering critical services 

during a health emergency. Those entities must 

now “take appropriate and proportionate technical 

and organisational measures to manage the risks 

posed to the security of network and information 

system.” Competent Authorities are empowered to 

supervise and enforce more stringent requirements 

of the NIS 2 Directive. In Ireland, surveillance and 

enforcement is the responsibility of the National 

Cyber Security Centre (NCSC). 

The NIS 2 Directive is due to be published shortly 

and Member States will have 21 months to 

implement it. Although it will not apply directly 

to medical devices as they are subject to sector 

specific legislation via the MDR, healthcare 

institutions will be bound by its terms and on  

that basis it its impact will likely be felt by medical 

device stakeholders.  

The EU Cybersecurity Act
Although medical devices are exempted from a 

proposal for an EU Cyber Resiliency Act, the EU 

Cybersecurity Act (EUCA) has been in force across 

Member States since June 2021 and applies to 

healthcare settings. 
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Conclusion 
Against a background of enhanced convenience 

for patients and changing approaches to care, 

the European Commission is trying to deal with a 

particularly challenging problem posed by ever 

complex technology and multiple frameworks are 

coming onstream to deal with this risk. 

Digital health stakeholders would be advised to:

 • Review their product portfolios

 • Understand product cybersecurity vulnerabilities

 • Where possible develop appropriate strategies 

to tighten security, and

 • Coordinate their approach with healthcare 

facilities using their products

Under the EUCA, the European Union Agency 

for Network and Information Security (ENISA) will 

oversee enforcement of the EUCA at Member State 

level. National Competent Authorities are given the 

power to implement penalties which are “effective, 

proportionate and dissuasive” for breaches of  

the EUCA. 

Other incoming legislation 
Cybersecurity requirements also play an 

increasingly important role in draft legislation, 

providing for the regulation of AI systems, the 

proposed legislation providing for the EU system of 

strictly liability for defective products, and fault-

based liability claims for AI systems. 

 • The Proposal for an AI Act: contains various 

references to the importance of cybersecurity in 

ensuring the stated aim of achieving trustworthy 

AI in the EU. Article 15 sets out specific 

cybersecurity requirements for ensuring ‘high-

risk’ AI systems meet new proposed market 

standards for those AI systems, a category that 

would include medical devices 

 • The Proposal for a Revised Product Liability 

Directive (PLD): may impact how medical 

device stakeholders manage cybersecurity risk 

from a liability perspective. Under the revised 

PLD, damage caused due to cybersecurity 

vulnerabilities may be compensable on a no-

fault basis. Producers may also be liable where 

they fail to update software to address cyber 

vulnerabilities that manifest after a product is 

put into circulation and damage is caused  

as a result

 • The Proposal for an AI Liability Directive 

(AILD): contains provisions providing for a 

rebuttable presumption of causation where a 

number of criteria, including ‘fault’ on the part 

of the defendant, are satisfied. For ‘high-risk’ AI 

systems, non-compliance with the cybersecurity 

requirements contained in the draft AI Act would 

amount to ‘fault’ for the purposes of triggering 

this presumption
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Top 10 Guidance for 
Digital Health 2021-2022

IMDRF Technical Document – (May 2022)

Machine Learning-enabled Medical Devices: Key Terms and Definitions 

MDCG 2022-16 (October 2022) 

Guidance on Authorised Representatives Regulation (EU) 2017/745 on medical devices 
(MDR) and Regulation (EU) 2017/746 on in vitro diagnostic medical devices (IVDR)

Manual on borderline and classification under Regulations (EU) 2017/745 and 2017/746 v2  
(December 2022)

MDCG 2022-11(June 2022) 

Notice to manufacturers to ensure timely compliance with MDR requirements

MDCG 2022-15 (September 2022) 

Guidance on appropriate surveillance regarding the transitional provisions under  
Article 110 of the IVDR with regard to devices covered by certificates according to the IVDD

MDCG 2022-21 (December 2022) 

Guidance on Periodic Safety Update Report (PSUR) according to Regulation  
(EU) 2017/745

MDCG 2022-4 rev. 1 (December 2022) 

Guidance on appropriate surveillance regarding the transitional provisions under  
Article 120 of the MDR with regard to devices covered by certificates according  

to the MDD or the AIMDD

MDCG 2022-8 Regulation (EU) 2017/746 (May 2022) 

Application of IVDR requirements to ‘legacy devices’ and to devices placed  
on the market prior to 26 May 2022 

MDCG 2022-10 (May 2022) 

Q&A on the interface between Regulation (EU) 536/2014 on clinical trials for  
medicinal products for human use (CTR) and Regulation (EU) 2017/746 on in vitro  

diagnostic medical devices (IVDR) 

MHRA Guidance: 

Software and AI as a Medical Device Change Programme – Roadmap  
(updated 17 October 2022)
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https://www.imdrf.org/documents/machine-learning-enabled-medical-devices-key-terms-and-definitions
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https://health.ec.europa.eu/system/files/2022-12/md_borderline_manual_12-2022_en.pdf
https://health.ec.europa.eu/system/files/2022-06/mdcg_2022-11_en_0.pdf
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https://health.ec.europa.eu/system/files/2022-09/md_borderline_manual_09-2022_en.pdf
https://health.ec.europa.eu/latest-updates/mdcg-2022-8-regulation-eu-2017746-application-ivdr-requirements-legacy-devices-and-devices-placed-2022-05-20_en
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https://www.gov.uk/government/publications/software-and-ai-as-a-medical-device-change-programme/software-and-ai-as-a-medical-device-change-programme-roadmap
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Background
In the run up to 26 May 2021, significant concern 

was already being expressed around the low 

number of notified bodies applying for designation 

under enhanced MDR requirements. Meanwhile, 

Rule 11 of the device classification rules provided for 

in Annex VIII of the MDR, which are addressed to 

software devices specifically, provide that a high 

number of software devices that would previously 

have been class I devices under the MDD are now 

class IIa devices (at least) under the MDR. The 

practical consequence of this is that in order to 

remain on the EU market, manufacturers of these 

devices must arrange for conformity assessment by 

a notified body for the first time. This has resulted 

in a ‘bottleneck’ effect resulting in significant delays 

for manufacturers seeking to demonstrate MDR 

compliance before the end of the transitional 

period.  

On 14 June 2022, the Employment, Social Policy, 

Health and Consumer Affairs Council (EPSCO) met 

to discuss this feature of the implementation of 

the MDR. EPSCO recognised the “severe challenges” 

posed by the shortage of notified bodies and noted 

that it could “threaten the continued availability of 

certain medical devices” on the EU market. On 17 

November 2022, the Medical Devices Coordination 

Group (MDCG) held an extraordinary meeting to 

discuss solutions. At the meeting, a large number of 

Member States’ representatives spoke in favour of 

an extension to the current timelines. 

Although the Medical Devices Regulation (EU) 

2017/745 (the MDR) has been in force since 26 May 

2021, transitional provisions allow certain medical 

devices that are compliant with the Medical Device 

Directive 93/42/EEC (the MDD) to remain on the EU 

market until 26 May 2024. In order to remain on 

the market after that date, any devices currently 

availing of these transitional provisions must be 

MDR compliant. This is particularly important 

for developers of medical device software who 

must now arrange for conformity assessment of 

their devices by a notified body in order to secure 

certification under the MDR. With a surge in 

demand and a limit on notified body capacity, calls 

for an extension to the existing transition timelines 

in order to avoid the removal of devices from the 

EU market have been steadily growing. In response 

to mounting pressure, the EU Commission has 

now proposed a set of extensions to this transition 

period. We take a look at the background to this 

development and the consequences for business.

Regulatory Snapshot:  
MDR Transition Timelines  
to be Extended
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Concerns persisted however, and EPSCO met again 

on 9 December 2022. In her opening remarks, EU 

Commissioner for Health and Food Safety, Stella 

Kyriakides, noted that: 

“Patient safety is always paramount. The transition… 

has been slower than we anticipated. The pandemic, 

shortages of raw materials caused by the Russian war 

against Ukraine and low notified body capacity has 

put a strain on market readiness… Devices covered by 

around 23,000 certificates issued under the previous 

directives have not yet transitioned to [the MDR] and 

will expire by 26 May 2024 at the latest… We are facing 

a risk of life saving medical devices for patients. This is 

a risk we cannot take. I therefore propose to you today 

that we extend the transition period of the [MDR] to 

mitigate any short-term risk.”

Proposed solutions
As a result, a number of measures were proposed 

at the EPSCO meeting which now form the basis 

of a proposal since adopted by the European 

Commission: 

 • A new transition deadline for higher risk class IIb 

implantable devices (with some exceptions) and 

class III devices of 31 December 2027 

 • A new transition deadline for lower risk class I 

and class IIa devices (and class IIb devices not 

covered by the longer extension in respect of 

higher risk devices) of 31 December 2028 

 • A new transition period for class III implantable 

custom-made devices with a deadline of  

26 May 2026, and

 • A removal of ‘the sell-off date’ of 26 May 2025 

to prevent safe medical devices already on the 

market from being discarded

These proposals have been greeted with relief by 

most manufacturers who have been as yet unable 

to access conformity assessment services. However, 

the requirement to recertify devices under the MDR 

has not changed and access to these extended 

timelines would be subject to several cumulative 

criteria including the following:

 • In line with existing requirements provided for 

under Article 120 of the MDR, the devices in 

question must not undergo any ‘significant 

changes’ in design or intended purpose. This is 

particularly important for software devices that 

would ordinarily be updated and upgraded 

regularly to keep pace with market trends and 

added features of competitor devices, and

 • Manufacturers will be required to demonstrate 

that they have already undertaken the 

necessary steps to launch the certification 

process, for example by bringing their quality 

management system into compliance with 

the MDR and submitting an application for 

conformity assessment to a notified body by  

26 May 2024

Next steps
The proposal adopted by the European 

Commission now needs to be adopted by the 

European Parliament and the Council using an 

accelerated co-decision procedure. 

In line with comments from Commissioner 

Kyriakides that a proposed amendment should be 

accompanied by measures aimed at addressing 

the “structural problems” of the MDR, the European 

Commission has also committed to undertake 

a comprehensive evaluation of the MDR by May 

2027 and has suggested it will propose further 

amendments where appropriate to protect “patient 

safety, public health or medical innovation”. 

In light of these developments, medical device 

manufacturers should:

 • Carefully consider the text of the proposed 

amendment of the MDR

 • Remain in close contact with their current or 

planned notified body regarding practical 

implications for application processes and 

project planning

 • Maintain momentum on application 

preparation and submission projects given 

the need to demonstrate that steps have been 

taken to launch the certification process

Digital Health Annual Review 2022

20



21

 • To ease the burden of proof in complex cases 

and ease restrictions on making claims where 

appropriate, and

 • To ensure legal certainty by codifying PLD-

related case law and better aligning the PLD 

with the EU’s New Legislative Framework (NLF) 

and existing product safety rules

Changes
In seeking to achieve these aims, some noteworthy 

features of the Proposal include:

Terminology: the Proposal would bring EU 

product liability and product safety rules into 

closer alignment by adopting various terms and 

definitions, such as ‘manufacturer’ and ‘placing on 

the market’, that are already in use in EU product 

safety legislation under the NLF.

Expansion of the concept of ‘product’: the 

definition of a ‘product’ under the Proposal would 

now include software and digital manufacturing 

files. The new definition would clarify when a related 

service, ie a digital service that is integrated into, or 

inter-connected with a product is to be treated as a 

component of that product.

Scope of ‘damage’: the notion of compensatable 

damage would be extended to include corruption 

of data and may complicate data infrastructure 

strategies. 

In the nearly 40 years since its adoption, the Product 

Liability Directive1 (PLD) has provided an effective 

compensation mechanism for those who suffer 

damage caused by defective products in the EU. 

More recently however, technological advances 

in healthcare have led to the creation of a new 

generation of products that challenge some of the 

core rules and concepts underpinning the regime 

provided for under the PLD. For example:

 • It is no longer clear how the definitions and 

concepts contained in the PLD apply to modern 

digital products like medical device software or 

AI-enabled medical devices 

 • The ability of a consumer to prove that a defect 

in a product caused the damage suffered is 

very difficult due to the complex and often 

interconnected nature of products like medical 

devices or digital health platforms

We take a closer look at the changes contained 

in the draft text of a proposal for a revised PLD 

(Proposal) and assess what aspects may impact 

stakeholders in digital health. 

Aims
The Proposal has several stated aims:

 • To ensure liability rules reflect the nature and 

risks of products in the digital age 

 • To ensure there is always a business based in the 

EU that can be held liable for defective products 

or services originating outside the EU

The Proposal for a Revised 
EU Product Liability Directive

Digital Health Annual Review 2022

Amy Grant 

Associate,  

Product Regulatory & Liability

agrant@mhc.ie 

James Gallagher

Partner,

Product Regulatory & Liability

jamesgallagher@mhc.ie

1.  Directive 85/374/EEC



The Proposal will also bring recognised forms of 

psychological injury within scope of damage which 

may impact digital healthcare providers in the 

mental health field but also those in other areas of 

healthcare should their products malfunction and 

cause psychological injury.

‘Defectiveness’: Article 6 of the Proposal would 

add the following factors to a list of non-exhaustive 

criteria that can be considered when determining 

whether a product “provides the safety which the 

public at large is entitled to expect”:

 • The effect on the product of any ability to 

continue to learn after deployment

 • The effect on the product of other products 

that can reasonably be expected to be used 

together with the product

 • Product safety requirements, including safety-

relevant cybersecurity requirements, and 

interventions related to product safety, and

 • The specific expectations of the end-users for 

whom the product is intended

A rebuttable presumption of defectiveness could 

also arise in circumstances where:

 • The claimant establishes that the product does 

not comply with mandatory safety requirements 

laid down in EU law or national law that are 

intended to protect against the risk of the 

damage that has occurred

 • The claimant establishes that the damage 

was caused by an “obvious malfunction” of the 

product during normal use or under ordinary 

circumstances, or

 • A national court were to consider that a 

claimant faced “excessive difficulties” in proving 

defectiveness and/or causation owing to the 

technical or scientific complexity of a product

Causation: claimants would also be able to avail 

of a rebuttable presumption that a defective 

product caused damage where:

 • He or she faced “excessive difficulties” in proving 

same owing to the technical or scientific 

complexity of a product, as above in relation to 

defectiveness, or

 • It could be established that the product is 

defective and the damage caused is of a kind 

“typically consistent” with the defect in question.

Defendants: the Proposal expands the pool of 

defendants that can potentially be held liable for 

damage caused by a defective product. As well 

as manufacturers, importers and in some cases 

distributors, the Proposal would also permit no-fault 

liability claims to be brought against authorised 

representatives, fulfilment service providers, third 

parties making substantial modifications to products 

already placed on the market and certain online 

platforms.

Defences: Under the PLD, where a defect is shown to 

have been caused by “related services” or software, 

a defendant may be able to avoid liability if they can 

show the defect that caused the damage did not 

exist when the product was put into circulation. The 

new Proposal would close off this defence and may 

increase liability exposure if software updates or lack 

thereof cause injury to users. 

Limitation periods: the 10-year longstop period 

would be extended to 15 years in certain cases 

involving latent personal injuries. This extension of 

time may impact digital health stakeholders in terms 

of their insurance cover and increase risk as a result, 

potentially slowing down innovation in the sector.

Conclusion
The Proposal will now move through the EU’s co-

legislative process. During that process, businesses 

should:

 • Assess how the revisions contained in the current 

text of the Proposal would impact their product 

portfolios were they to become law

 • Consider the impact of these proposed changes 

alongside other new EU legislation designed to 

safeguard the interests of consumers, especially 

the Collective Redress Directive, and

 • Where necessary, identify opportunities to 

become involved in policy debates relating to 

proposed changes that could have a significant 

impact on particular product lines or product 

categories.
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Recent MHC Events,  
Articles & Publications
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Events & Webinars 

 • Medtech Summit US 2022 (Chicago)

 • Webinar: AI in Healthcare in the EU

 • Webinar: Life Sciences – Digital 
Health in the EU

 • LSX World Congress USA (Boston)

 • MedTech Summit 2022 (Dublin)

 • In-House Counsel Masterclass – 
Recent Developments in IP and AI

 • Commercial Contracts:  
What’s Market 2022? 

 

Publications

 • The Interaction of Automated 
Decision-making and AI

 • Regulating AI in the EU

 • AI and IP Infringement –  
A Double-Edged Sword

 • How Should Customers Approach 
Contracting for AI?

 • Digital Platforms Prepare for New 
Reporting Obligations 

 • Publication of the Consumer Rights 
Bill 2022

 • Legal Impacts and Trends in the 
Technology Sector in 2022

 • Accessing the EU Digital Health 
Market

 • Lexology – Getting the Deal Through: 
Digital Health Regulation 2022

 • MHC Excels in Who’s Who Legal Life 
Sciences

 • Complying with GDPR When Using AI

 • Connected Devices, Data & the 
GDPR

 • Product Liability in the Digital Age  
& Circular Economy
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Key contacts

Our Products Team

Legal 500, 2022

“They are easy to access and work tirelessly  
to provide practical solutions to complex  
legal and ethical issues.”

Our Life Science & Healthcare Team

Legal 500, 2021

“Excellent service and advice provided  
by a professional team. Always a pleasure  
to deal with.”

Our Privacy & Data Security Team

Legal 500, 2022

“Second to none in the sector. I would rate  
MHC higher than many London Magic Circle 
and Silver Circle firms.”

Our Privacy & Data Security Team

Legal 500, 2021

“Stands out for its work representing  
prominent clients in high-profile Data 
Protection Commission inquiries.”

Digital Health Annual Review 2022

What others say about us

About us
Mason Hayes & Curran LLP is a business law firm 

with 108 partners and offices in Dublin, London,  

New York and San Francisco.

We have significant expertise in product, privacy 

and commercial law, which are sectors at the 

forefront of Digital Health law. We help our clients 

devise practical and commercially driven solutions 

for products regulated under complex and ever 

changing EU health and technology regulatory 

frameworks. 

Our approach has been honed through years 

of experience advising a wide range of clients in 

diverse sectors.

We offer an in-depth understanding of the Digital 

Health regulatory landscape, with a strong 

industry focus. We ensure to give our clients clear 

explanations of complex issues, robustly defend 

their interests and devise practical value-adding 

solutions for them whenever possible.

Michaela Herron 

Partner,  

Head of Products

+353 1 614 2878 

mherron@mhc.ie 

Martin Kelleher

Partner,  

Head of Life Sciences

+353 1 614 5206

mkelleher@mhc.ie

Philip Nolan 

Partner, Head of  

Privacy & Data Security

+353 1 614 5078 

pnolan@mhc.ie

James Gallagher

Partner,

Product Regulation

+353 86 068 9361 

jamesgallagher@mhc.ie

Brian Johnston

Partner,  

Privacy & Data Security

+353 1 614 7746

bjohnston@mhc.ie

Brian McElligott 

Partner,  

Head of AI

+353 1 614 2199

bmcelligott@mhc.ie
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