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Welcome  
 
Fionán Breathnach  

Partner & Head of Investment Funds  

Mason Hayes & Curran  
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Rowena Fitzgerald, Partner, Investment 
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Background  

• AML/CTF – key enforcement priority since 2011 

• Dear CEO Letter – October 2012 

• Letter to Industry – October 2014 

• Report on AML/CTF Compliance – Irish Banking Sector – 

February 2015 

• Report on AML/CTF Compliance – Irish Credit Union Sector – May 

2015 

• Mutual Evaluation of Ireland by FATF - 4th quarter of 2016 



Recent Actions (1) 

• Central Bank extensive sanction powers under Part IIIC of 

Central Bank Act, 1942 

 

• May 2015 – Western Union fined €1,750,000 

 

 breach of Section 54  of 2010 Act 

 internal policies and procedures and training  

 

 breach of Section 55 of 2010 Act 

 record keeping  



Recent Actions (2) 

• significant increase in level of AML related fines  

 

• “Where firms choose to engage in outsourcing or reliance on 

third party agents, it is our clear expectation and requirement 

that they put in place appropriate outsourcing controls”.  

 

• previous fines  

 2013 – €50,000 (customer due diligence, reliance, PEPs) 

 2012 – €21,000 (policies and procedures) 

 2012 – €65,000 (training, reliance, suspicious transactions) 

  “AML/CTF requirements must have, like other important governance 

 issues, a home on the boardroom agenda” 

 

 



Central Bank Tools 

• extensive powers of investigation set out in the 2010 Act 

 

 directions to: 

 

 furnish information 

 explain information 

 discontinue specified conduct 

 take specific action 

 

 power to enter premises 

 



Information in Advance of Inspection (1) 

 up to date organisation chart 

 

 all board minutes (where they relate to AML/CTF) 

 

 relevant outsourcing agreements 

 

 copy of the Fund’s current AML/CTF Policies and 

Procedures 

 

 customer due diligence procedures (if separate) 

 

 

 

 



Information in Advance of Inspection (2) 

 AML/CTF Risk Management Strategy 

 

 outline of transaction monitoring procedure/system 

 

 suspicious transaction reporting procedures 

 

 number of suspicious transactions received by the Fund 

MLRO 

 

 details of STRs made  

 

 

 

 



Information in Advance of Inspection (3) 

 a list of all investors admitted to the Fund in a given period 

 

 any investors redeemed prior to identity having been verified 

 

 a list of all transactions processed in a sample week 

 

 details and results of any AML/CTF testing and/or internal or 

external audits  

 

 copies of AML/CTF training 

 

 

 



On-Site Inspection (1) 

 access to AML/CTF training records  

 

 list of all PEPs and high risk customers 

 

 access to customer due diligence records and 

transaction/service records 

 

 access to STR information 

 

 access to Fund’s transaction monitoring system 

 

 access to information systems 

 



On-Site Inspection (2) 

• system walk-throughs   

• sampling of files reviewed 

• all high risk investor files sampled 

• 1st Day 

 meeting with Directors/MLRO/TA focused on obligations 

and oversight  

 inspection and record sampling 

 review of administrator-provided services 

• 2nd Day 

 record sampling  

 close-out meeting 
 

 



Themes (1) 

• implementation of 2010 Act in timely manner 

 

• risk assessment 

 appropriate, detailed, documented 

 reviewed regularly  

 

• oversight by Board  

 administrator 

 AML/CTF policies and procedures  

 sampling / inspections  



Themes (2) 

• oversight by Board  

 

 AML/CTF training persons undertaking AML/CTF duties 

 

 testing 3rd party verification letters (S.40 2010 Act) 

 

 appropriate engagement and challenge by the Board  

 



Themes (3) 

• Customer Due Diligence  

 robust procedures 

 

 blocked account procedure prescriptive – clear policy  

 action where investor non-compliant 

 block account 

 where flexibility is to be allowed   

 not to be indefinite  

 PEPs 

 senior management sign off 

 procedure for enhanced due diligence   

 



Themes (4) 

• Suspicious Transaction Reports  

 

 Board itself should have a procedure to include: 

 escalation of STRs 

 timeframe for reporting 

 offences and penalties – failure to report and tipping 

off 

 due consideration of Board’s reporting obligations  

 

 



Themes (5) 

• Training 

 

 Board 

 

 persons involved in conduct of Fund’s business 

 

 training records 



Takeaways 

• Overriding Theme  

 

 policies have to be detailed and robust 

 

 prescriptive in terms of actions open to Board and steps 

to be taken 

 

 on-going review 

 

 written records maintained 



 

 

 

 

Central Bank’s Approach to  
AML/CFT Supervision 
 
Domhnall Cullinan, Head of AML Division, 

Central Bank of Ireland 
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Central Bank’s Approach to AML/CFT 
Supervision 
July 2015 

Domhnall Cullinan - Head of AML Division (AMLD), Central Bank of Ireland 
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1. Background 
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2. Inspection Methodology 
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Documentation 

Reviews 

Interviews 

Testing 

REQs 



3. Governance and Compliance 
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• Appropriate board oversight and 
challenge 

• Detailed documented risk 
assessments 

• Comprehensive policies and 
procedures that reflect the outcome 
of the risk assessment and resulting 
controls and mitigants 

• Assurance Testing 

• Management Information 

• Record Keeping 

• Training 

• Strong governance and testing of 
outsourcing arrangements 
 
 



4. Customer Due Diligence 
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• Clear policies around timeframes for  
conducting due diligence and 
controls around related processes 

• Appropriate CDD measures required 
to identify customers, beneficial 
owners and politically exposed 
persons 

• Third Party Reliance (S40) 

• Appropriate on-going monitoring 
framework 

• Assurance Testing 
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5. Identification and Escalation of Suspicious 
Transactions   



6. EU Financial Sanctions (FS) 
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Queries can be directed to: 

sanctions@centralbank.ie 

mailto:confidential@centralbank.ie


7. Post Inspection Follow-Up 

• Post Inspection Letter, Findings and 
Required Actions 

• Ongoing correspondence with Firm 
until all issues resolved 
satisfactorily 

• Conclusion of Inspection Process 

• Further action by the Central Bank 
where warranted 
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8. Enforcement  

Because of the way the game is written, the way 
the game is played, you could find a technical 
offence with everything.  But you have to decide 
is it of any materiality, has it made an impact in 
relation to the contest. 
 
Alain Rolland, former Leinster and Ireland rugby player and former rugby referee, 
during Setanta's Sports' "Men in Black", first broadcast Friday, 27 June 2014. 
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9. High Level Inspection Findings 
More work required by Funds and Fund Service Providers (FSPs) to effectively manage 

ML/TF/FS risk. Some examples of findings include: 

• Delays in the implementation of the requirements of the CJA 2010 

• Limited engagement by the Board of Directors and Senior Management in the mitigation 

of risks identified by the Firm’s risk assessment. (Particular focus to be given to the 

oversight by the Fund of the activities conducted by the FSP on their behalf) 

• Due diligence documentation for investors outstanding for a significant period of time with 

no action being taken by the Fund or FSP 

• Lack of assurance testing completed on third party reliance arrangements pursuant to 

Section 40 of the CJA 2010  

• Lack of a robust/meaningful transaction monitoring process for underlying investors and 

limited STR reporting 

• Limited on-going monitoring completed on high risk investors including PEPs  
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10. FATF Mutual Evaluation Review of Ireland 2016 
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11. FATF MER – Immediate Outcome 4 – Recent 
MER Findings    

• Norway – December 2014 

– Requirement for ML/TF risk assessment not 
clearly understood in some sectors. 

– Financial institutions and DNFBPs not having an 
understanding of the depth of measures 
required to manage ML/TF risks 

– Weaknesses in CDD measures, particularly with 
regard to beneficial owners in the case of 
foreign ownership  

– Weak preventative measures regarding PEPs 

– On-going monitoring and periodic review 
requirements have not been effectively 
implemented 

– Concerns over quality and quantity of STRS 

• Australia – April 2015 

• Belgium – April 2015 
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FATF Immediate Outcome 4 (IO4) 

Financial institutions and DNFBPs 

adequately apply AML/CFT preventive 

measures commensurate with their 

risks, and report suspicious 

transactions. 



12. Whistleblowing 
 
 
 

 

• Protected disclosures-  Part 5 of the 
Central Bank (Supervision and 
Enforcement) Act 2013 

• Disclosure in good faith to the Central 
Bank having reasonable grounds for 
believing a breach of, or offence under, 
financial services legislation has taken 
place 

• Confidentiality of disclosures (section 
40(5)) 

• Employees have statutory protection 
from being penalised by their employer 
for making the disclosure 

• Obligations on Persons in Controlled 
Functions 

• Protected disclosures can be made to: 
confidential@centralbank.ie 
1890 130 014 
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Thank You 
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Q&A 
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Contacts 
 
Fionán Breathnach  fbreathnach@mhc.ie  

Rowena Fitzgerald  rfitzgerald@mhc.ie  

Conor Durkin   cdurkin@mhc.ie  
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